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While many continue to push for federal data privacy law, state governments have not been waiting for federal action. California is 
still ironing out the details of its privacy law, the CCPA – though it will go into effect in less than six months – and recently Nevada, 
Oregon, and Maine passed their own laws dealing with aspects of data privacy and security. We’ve also seen further action on 
biometrics data privacy on the state and local level, including laws on facial recognition. And as the patchwork of laws expands, 
the compliance challenges for companies become increasingly complicated. In this issue we lead with an article Kat Scott and 
I authored, providing an overview of the Nevada, Oregon, and Maine laws. We recently discussed these and other laws in our 
webinar on “State Privacy and Security Laws: California and Beyond,” and you can check out the recording and presentation here.  

We also cover a range of issues across the privacy landscape in this issue. Lee Goodman covers The Washington Post’s ongoing 
First Amendment challenge to a Maryland campaign finance disclosure law. We discuss a recent FTC data security order that 
targets a service provider that did not actually have a direct customer relationship with consumers whose data it held, in an article 
by myself and Boyd Garriott. And we discuss NIST’s latest influential work on IoT cybersecurity and privacy, in an article by Megan 
Brown, Kat Scott, and Boyd Garriott. Finally, we welcome Antonio J. Reynolds to Wiley Rein and our Privacy, Cyber & Data 
Governance Practice – and you can read more about the expertise he brings below. I can be reached at 202.719.4533 or  
dpozza@wileyrein.com. Thank you as always for reading.

  —Duane Pozza, Partner, Privacy, Cyber & Data Governance Practice

States Continue to Move 
Forward on Their Own 
Privacy and Security Laws: 
Nevada, Maine, and Oregon 
Are The Latest
By Duane C. Pozza and Kathleen E. Scott

As federal lawmakers consider national privacy 
legislation, states have moved to implement their own 
consumer privacy and data security laws. California 
has led the charge with the passage of the California 
Consumer Privacy Act of 2018 (CCPA), a broad 
privacy law that regulates how certain businesses 
use personal information. On the heels of the CCPA, 
in September 2018, California also passed legislation 
addressing security of Internet of Things (IoT) 
devices, SB 327.
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Taking a cue from California’s playbook, many 
other states have introduced various privacy and  
cybersecurity proposals, and Maine, Nevada, and 
Oregon have recently enacted such proposals. 
As further detailed below, the Nevada law covers 
commercial websites and online services, whereas 
the Maine law targets one portion of the Internet 
ecosystem—Internet service providers (ISPs). The 
new Oregon law – like California’s IoT security law – 
addresses IoT manufacturers.  

Nevada Allows Consumers to Opt Out of 
the Sale of Their Personal Information
On May 29, 2019, Nevada’s Governor signed into law 
SB 220, which updates Nevada’s existing law that 
requires companies to provide a notice regarding the 
privacy of certain information collected online. SB 
220 adds to Nevada law a consumer right to opt out 
of the sale of covered information by certain online 
entities. SB 220 is slated to go into effect on October 
1, 2019, before CCPA’s effective date of January 1, 
2020. Accordingly, companies working on CCPA-
related compliance measures may need to adjust 
implementation schedules and practices to account 
for the new Nevada law.  

While the sale opt-out right in the new Nevada law 
is similar to that of the CCPA, the Nevada law is 
narrower in scope than the CCPA. In particular:

 ■ The term “consumer” under Nevada law is 
narrower than the same term in the CCPA, so 
a more limited set of individuals have opt-out 
rights. Existing Nevada law defines “consumer” 
as a “person who seeks or acquires, by 
purchase or lease, any good, service, money or 
credit for personal, family or household purposes 
from the Internet website or online service of an 
operator,”1 whereas the CCPA currently defines 
“consumer” much more broadly, encompassing 
any California resident.  

 ■ Under SB 220, “covered information” is more 
limited in scope than the CCPA’s “personal 

information.” The CCPA applies broadly to 
any information that “relates to, describes, is 
capable of being associated with, or could 
reasonably be linked, directly or indirectly, 
with a particular consumer or household,”2 
which includes but is not limited to elements as 
broad as “[a]udio, electronic, visual, thermal, 
olfactory, or similar information”3 and “inferences 
drawn from any … [personal] information 
identified in this subdivision to create a profile 
about a consumer reflecting the consumer’s 
preferences, characteristics, psychological 
trends, predispositions, behavior, attitudes, 
intelligence, abilities, and aptitudes.”4 Nevada’s 
“covered information,” on the other hand, is 
limited to several clearly defined data elements, 
including name, address, email, phone number, 
Social Security number, other identifiers 
that enable a person to be contacted, and 
information collected online and maintained 
in combination with an identifier in a form that 
makes it personally identifiable. Importantly, 
Nevada also limits “covered information” to 
data that is “maintained by the operator in an 
accessible form.”5 

 ■ Nevada similarly takes a narrower view of what 
constitutes a “sale.” SB 220 limits the term “sale” 
to mean “the exchange of covered information 
for monetary consideration.”6 Conversely, 
CCPA’s definition of “sale” is broader and 
encompasses “selling, renting, releasing, 
disclosing, disseminating, making available, 
transferring, or otherwise communicating orally, 
in writing, or by electronic or other means, 
a consumer’s personal information by the 
business to another business or a third party for 
monetary or other valuable consideration.”7

 ■ The Nevada law is also more limited than the 
CCPA in that it only imposes opt-out obligations 
on certain online “operators.” SB 220 amends 
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the definition of an operator under existing state 
privacy law, limiting an “operator” to a person 
who “owns or operates an Internet website or 
online service for commercial purposes”8 and 
“collects and maintains covered information.”9 
Conversely, CCPA, with limited exceptions, 
extends broadly to any covered business – 
online operator or otherwise – who “collects” 
personal information.

As for process, SB 220 requires operators to 
provide a “designated request address” through 
which consumers may submit opt-out requests. The 
“designated request address” may include an e-mail 
address, toll-free telephone number, or website. 
Operators must respond to verified requests within 
60 days, with the ability to extend the deadline an 
additional 30 days where “reasonably necessary”10 
with notice to the consumer.

Even though the Nevada law is narrower in scope 
than California’s approach, companies working on 
CCPA-related compliance measures can leverage 
that work to comply with SB 220. 

Maine’s New Law Regulates Broadband 
Internet Access Service Providers
Approved by Governor Janet Mills on June 6, 2019, 
Maine’s S.P. 275/L.D. 946 is the latest state law 
aimed at regulating online privacy, and will go into 
effect on July 1, 2020. Touted as one of the nation’s 
toughest privacy measures, the legislation is modeled 
on a now-repealed Federal Communications 
Commission rule – adopted under President Obama’s 
Administration – banning ISPs from using, sharing, 
or selling a customer’s personal data without the 
customer’s consent.

The law requires ISPs – but not other participants 
in the Internet ecosystem – to obtain express, 
affirmative opt-in consent before using, disclosing, 
selling, or permitting access to any customer 
personal information. The term “customer personal 

information” is broadly defined, and the opt-in 
requirement has limited exceptions. The consumer 
also has the right to revoke his or her consent “at 
any time.”11 And beyond the substantial consent 
requirements, the Maine law also establishes 
nondiscrimination requirements (including prohibiting 
ISPs from offering discounted rates to customers 
who agree to give opt-in consent), as well as 
security requirements to protect customer personal 
information, among other things.  

With its focus on ISPs, Maine’s restrictive law is a 
standout in the state regulatory landscape.  

Oregon Requires IoT Manufacturers to 
Build Protections into Their Devices
Finally, Oregon has joined California as the second 
state to enact an IoT law requiring manufacturers of 
Internet-connected devices to equip those devices 
with “reasonable” security measures. Both the 
Oregon and the California IoT laws go into force on 
January 1, 2020.

On its face, Oregon HB 2395 largely tracks 
the California IoT law. Both bills mandate that 
manufacturers implement “reasonable” security 
features, which are features that are “appropriate” to 
guard against intrusions taking into consideration the 
nature, function, and data collection capabilities of 
the Internet-connected device. Moreover, both bills 
identify two security specifications – both related to 
authentication – that, if satisfied, would be deemed a 
“reasonable security feature.”12

One notable distinction between the two laws is the 
statutory definitions of a “connected device.” The 
California IoT law defines “connected device” as 
“any device, or other physical object that is capable 
of connecting to the Internet, directly or indirectly, 
and that is assigned an Internet Protocol address 
or Bluetooth address.”13 Oregon’s HB 2395 cabins 
that definition to devices that are “used primarily for 
personal, family or household purposes.”14  
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Moreover, the California law defines “manufacturer” 
to mean “the person who manufactures, or contracts 
with another person to manufacture on the person’s 
behalf, connected devices that are sold or offered 
for sale in California.”15 A “contract with another 
person to manufacture”16 excludes “a contract only 
to purchase a connected device, or only to purchase 
and brand a connected device.”17 The Oregon 
law limits manufacturers to “a person that makes 
a connected device and sells or offers to sell the 
connected device.”18  

Accordingly, while the Oregon law applies to fewer 
devices and to a narrower set of manufacturers, a 
company doing business in both states will need to 
comply with the broader California law.  

Conclusion
These three recent laws are just the latest examples 
of the emergence of a fragmented state-by-state 
approach to data privacy and security, which will 

continue to impose compliance obligations on 
U.S. businesses, including obligations that may 
significantly differ by state. Companies whose 
products or services deal with consumer data should 
closely monitor state-level developments, and make 
decisions about how they manage, share, and protect 
that data in light of shifting state-level regulatory 
requirements. ▬

For additional information, please contact:

Duane C. Pozza
202.719.4533  |  dpozza@wileyrein.com

Kathleen E. Scott
202.719.7577  |  kscott@wileyrein.com

NOTE: Tawanna Lee, a 2019 Wiley Rein summer 
associate, co-authored this article with Mr. Pozza and 
Ms. Scott.
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The Washington Post Resists Disclosure Burdens in the 
Fourth Circuit
By  Lee E. Goodman

The Washington Post’s initially successful legal chal-
lenge to Maryland’s campaign finance disclosure law 
for online political ads was analyzed in a previous 
article. The U.S. District Court of Maryland prelimi-
narily enjoined enforcement of the Maryland Online 
Electioneering Transparency and Accountability 
Act on the basis that it quite likely violated the First 
Amendment rights of press platforms that sell adver-
tising space for political messages. 

That law requires online advertising platforms, such 
as www.washingtonpost.com, to collect and post 
information about all “campaign materials” placed 
on their platforms for a fee. “Campaign material” 
is defined to include any text, graphic, or image 
that vaguely “relates to a candidate, a prospective 
candidate, or the approval or rejection of a [ballot] 
question or prospective [ballot] question.” The media 
company is required to post on its website the name 
and contact information of each ad purchaser, the 
identity of people who control the organization, and 
the total amount paid by the ad sponsor. Additionally, 
the media company must retain extensive information 
about the candidate or ballot issue to which the ad 
relates and whether the ad supports or opposes the 
candidate or issue, the dates on which the ad was 
published, the “geographic location” where it was dis-
seminated, its target audience, and total screen views 
of each ad.  

After the District Court enjoined enforcement of the 
statute against the Post and the other plaintiffs, Mary-
land appealed the District Court’s ruling to the U.S. 
Court of Appeals for the Fourth Circuit. Briefing has 
concluded, and the Fourth Circuit has tentatively set 
argument for either September 18, 19, or 20, 2019. 
The case is styled The Washington Post, et al. v. 
McManus, Appeal No. 19-1132.   

Maryland’s Brief
Maryland argues that the District Court erred by 
applying the “strict scrutiny” standard of review to 

a campaign finance disclosure statute and that its 
statute should have been reviewed under a more 
deferential “exacting scrutiny” standard. Under that 
standard, Maryland argues its statute is constitutional 
because its disclosure and record-keeping obligations 
are substantially related to Maryland’s important 
interests in providing the electorate with information 
regarding the sources of “election-related” spending, 
deterring political corruption, enforcing other 
campaign regulations, and protecting Maryland 
elections from foreign influence. Although that latter 
interest received significant attention in the District 
Court (specifically Maryland’s reaction to “Russian 
meddling” in the 2016 federal elections), Maryland’s 
brief before the Fourth Circuit emphasizes Maryland’s 
efforts to update its campaign disclosure laws to 
improve disclosure of online political advertising for 
more general domestic purposes.

Amici Briefs in Support of Maryland
Three liberal organizations that advocate greater 
restrictions on political speech filed friend of the 
court briefs in support of Maryland. The Campaign 
Legal Center and Common Cause Maryland filed a 
joint brief. The Brennan Center for Justice also filed 
a brief. The Campaign Legal Center and Common 
Cause devote most of their brief to arguing for a 
highly deferential “exacting scrutiny” standard of 
review. They also posit that by forcing press entities 
to collect and post information about citizens who 
advertise on their platforms, Maryland’s law advances 
the First Amendment rights of Maryland citizens to 
know who is speaking. The Brennan Center also 
presses for a deferential “exacting scrutiny” standard 
and argues that the District Court underestimated 
Maryland’s asserted interests.

The Washington Post’s Brief
The Washington Post, the Baltimore Sun and other 
newspapers emphasize in their brief that they do not 
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challenge Maryland’s authority to require ad sponsors 
to identify themselves in certain election advocacy 
ads. Rather, they challenge the requirement that 
online platforms publish, on separate portions of 
their websites, the detailed information about each 
advertiser and political message and collect and 
retain information about all political ad sponsors.

The newspapers argue that “strict scrutiny” is the 
appropriate legal scrutiny for a law that compels third-
party press entities, rather than the ad sponsors, to 
communicate a message dictated by the government. 
Applying that standard, the District Court ruled that 
Maryland failed to demonstrate that the statute 
“furthers a compelling interest and is narrowly 
tailored to achieve that interest.” As a law compelling 
certain speech, the statute should be adjudged 
according to strict scrutiny, not any kind of lower 
standard of review. The newspapers argue that the 
“exacting scrutiny” standard, especially the highly-
deferential construction of that standard advanced by 
Maryland and its amici, is inapposite to this law, and 
merely calling it a “campaign finance disclosure” law 
oversimplifies and sidesteps the real constitutional 
concern.           

The newspapers argue that the Maryland law fails 
both strict scrutiny and exacting scrutiny (if it were 
to apply). In addressing the law’s purposes, the 
newspapers suggest that Maryland is engaged in 
revisionist legislative history when it argues that the 
law was enacted for reasons other than addressing 
“Russian meddling.” Their brief goes on to highlight 
the law’s inadequacies in addressing that problem. 
The law also is not tailored to advancing the other 
interests asserted, such as informing the electorate, 
because the law is duplicative of other disclosure 
requirements.

Amici Briefs in Support of The 
Washington Post
Seventeen news media organizations filed a friend of 
the court brief supporting The Washington Post. The 
friends include The New York Times Company; The 
Associated Press; Dow Jones & Company, Inc.; and 

the Reporters Committee for Freedom of the Press. 
The National Association of Broadcasters and NCTA 
– The Internet & Television Association submitted a 
similar brief. And the Institute for Free Speech filed 
an amicus brief.  

The news media organizations chastise Maryland 
for “seeking illegitimately to ratchet down First 
Amendment protections” by diluting the level of 
scrutiny and, in any event, argue the Maryland law 
fails any level of scrutiny.  

The National Association of Broadcasters and the 
NCTA – The Internet & Television Association press 
similar points, but also request the Fourth Circuit 
to expand the District Court’s injunction beyond 
the newspapers that were plaintiffs in the District 
Court. These friends argue that the constitutional 
burdens and infirmities of the Maryland law apply 
equally to all online publishers, not just newspaper 
publishers. They want the Fourth Circuit to expand 
the injunction to prohibit Maryland from attempting to 
enforce it against social media websites and similar 
non-newspaper websites. “The relevant question, 
therefore, is whether Maryland can lawfully compel 
any of these third-party online platforms to publish 
the required information on their private websites,” 
these friends posit. “[T]he answer under well-
established First Amendment principles is no.”  

Finally, the Institute for Free Speech emphasizes 
Maryland’s heavy evidentiary burden to prove its 
law is necessary and properly tailored. The Institute 
also holds Maryland to its original assertions 
about “Russian meddling” and bluntly asserts that 
“Maryland has not demonstrated that its law is 
properly tailored to deter foreign expenditures, which 
is unsurprising because the law instead targets 
Americans.”

Looking Ahead
The Fourth Circuit must decide which level of 
constitutional scrutiny applies to a campaign finance 
disclosure law that burdens not the free speech rights 
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of the political ad sponsor but a third party – the 
advertising platform – which is drafted by government 
into a law enforcement function. Even if the Fourth 
Circuit were to adopt “exacting scrutiny” over “strict 
scrutiny,” determining just how demanding “exacting 
scrutiny” is remains a legal question in need of 
clarification. And there are rich questions about 
Maryland’s true objectives and this law’s tailoring. 
These issues are clearly joined.  

Looking beyond the Fourth Circuit, The Washington 
Post’s lawsuit has the makings of a future Supreme 
Court case. The plaintiffs are well established, high 
profile press entities. Maryland was one of the first 
states in the country to announce it was solving the 
problem of “Russian meddling” after 2016, which 
adds an intriguing dimension to the case. There are 
many similar laws emerging and bills pending in 
legislatures across the states and in Congress (e.g., 

the Honest Ads Act), so guidance at this time would 
have national importance.  Some speculate that 
there might be a group of four Justices – Thomas, 
Gorsuch, Kavanaugh and Alito – looking for a proper 
case to address the boundaries of government-
compelled disclosure, a subject that has meandered 
in lower courts with little clear guidance from the 
Court. A case about compelled speech and First 
Amendment burdens imposed upon press entities 
might afford these Justices a favorable context in 
which to begin drawing clearer lines. ▬

For additional information on this appeal and its 
implications, please contact:

Lee E. Goodman
202.719.7578  |  lgoodman@wileyerein.com
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FTC Focusing on Service Providers and Stricter Orders in 
Recent Data Security Case
By Duane C. Pozza and Boyd Garriott

The Federal Trade Commission’s (FTC) recent 
data security settlement with a company called 
LightYear Dealer Technologies is notable on a few 
fronts in what it signals about the agency’s direction 
in data security cases.  First, the agency targeted 
a third party that dealt with consumer data but 
did not have a direct relationship with consumers, 
suggesting that it will continue to scrutinize similar 
kinds of companies.  Second, it used a legal theory 
that potentially signals a more expansive view of the 
agency’s Gramm-Leach-Bliley authority, to reach 
companies in the tech space.  And third, the agency 
continued to add specific requirements to its data 
security orders, including by establishing stricter 
compliance and reporting requirements. 

The facts of the case are similar in many ways 
to those in other FTC data security actions.  The 
agency alleged that the company’s software collected 
sensitive consumer financial, payroll, and other data, 
that the company did not have certain “reasonable” 
security measures in place, and that hackers 
exploited the vulnerabilities to obtain the consumer 
data.  Among other things, the FTC alleged that the 
company stored personal information in clear text, 
didn’t use “readily available” security measures to 
monitor attempts to transfer sensitive information, and 
didn’t put certain kinds of access controls in place.  

But the case is notable in other ways.  First, the 
defendant did not have a direct relationship with the 
consumers whose information was hacked.  Instead, 
the company provided software and services to 
auto dealers to use to manage their own consumer 
information.  The company also enabled the dealers 
to back up consumer information onto the company’s 
network – and that backup network was hacked.  
Without a direct nexus between the consumer and 
the defendant, the FTC did not pursue a deception 
theory, which it often uses in data security cases 
to argue that a defendant is liable because it made 
certain representations about securing data to 

consumers and failed to honor them.  Instead, the 
FTC relied on the theory that the company had 
committed an “unfair” practice under the FTC Act – a 
more difficult theory to prove and one that doesn’t 
depend on making representations to consumers.  
In this case the FTC is making clear that even 
companies that don’t directly deal with consumers 
can face liability for security breaches.

Second, the FTC asserted another theory of liability 
that it is not always applicable in data security 
cases:  that the software and service provider is a 
covered “financial institution” for purposes of the 
Gramm-Leach-Bliley Act’s (GLB) Safeguards Rule, 
which requires covered entities to take certain steps 
to safeguard consumer data.  While a software 
provider hardly seems to fit the plain meaning of a 
“financial institution,” the FTC relied on a regulatory 
provision that sweeps in entities that engage in “data 
processing” services involving financial, banking, 
and economic data; the agency pointed specifically 
to the fact that LightYear’s customers were “auto 
dealerships that extend credit to consumers.”

The agency has cited the data processing provision 
of GLB before, but its application in this case 
suggests that the FTC could potentially attempt to 
sweep in many companies – including software 
companies that provide data-driven services to 
financial clients – that may not otherwise consider 
themselves covered financial institutions.  The FTC 
is currently proposing revisions to add requirements 
to the rule, suggesting that the Safeguards Rule 
could be a renewed tool for the FTC’s enforcement 
attempts in the data security area.

Finally, the order imposes more specific 
requirements on this company, a point that the 
Chairman specifically emphasized in announcing 
the settlement.  Many of these requirements are 
likely a response to an Eleventh Circuit decision 
that found one of the Commission’s previous data 

continued on page 9
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security orders to be too vague.  In particular, the 
order requires annual evaluations of the company’s 
information security program to be provided to the 
board of directors or governing body and requires 
a senior corporate manager to provide annual 
compliance certifications to the FTC.  It also 
requires the company to provide third-party biennial 
assessments of its information security practices to 
the Commission.  Following the issuance of similar 
orders in other recent data security cases, this likely 
points to a shift in FTC data security orders going 
forward.  

As Congress debates whether to increase the 

FTC’s enforcement powers in privacy and data 
security matters, this latest case shows that the FTC 
is still using and potentially expanding the tools it 
already has. ▬

For additional information, please contact:

Duane C. Pozza
202.719.4533  |  dpozza@wileyrein.com

Boyd Garriott
202.719.4487  |  bgarriott@wileyrein.com

FTC Focusing on Service Providers and Stricter Orders in Recent Data Security Case
Continued from page 8

http://www.wileyrein.com
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mailto:bgarriott%40wileyrein.com?subject=
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NIST Continues Its Influential Work on IoT Cybersecurity 
and Privacy
By Megan L. Brown, Kathleen E. Scott and Boyd Garriott

In late June, the National Institute of Standards 
and Technology (NIST), within the Department of 
Commerce, released a revised report (NISTIR 
8228) on security in the Internet of Things (IoT).  
This report, “Considerations for Managing [IoT] 
Cybersecurity and Privacy Risks,” sheds light on 
the direction of federal thinking about IoT risks 
and identifies risk-mitigation goals that innovators 
and users of IoT devices should be aware of.  The 
stated goal of NISTIR 8228 is “to help organizations 
better understand and manage the cybersecurity 
and privacy risks associated with individual [IoT] 
devices throughout the devices’ lifecycles.”  NIST has 
several workstreams on IoT security, and has been 
taking input from stakeholders, including the tech 
sector, consumer advocates, and other government 
agencies.

This document comes amidst a flurry of interest in 
IoT security both in the United States and abroad, 
and by demonstrating IoT security governance, it may 
help the United States maintain a seat at the table as 
international expectations shift toward certification 
requirements and regulation.

The document consists of four basic sections.

First, NISTIR 8228 provides a non-comprehensive 
list of device capabilities that present different 
cybersecurity and privacy risks than conventional 
IT devices.  These include capabilities such as 
interacting with the physical world as well as other 
devices, as shown in the first graphic reproduced 
from the document.

Second, NISTIR 8228 identifies three cybersecurity 
and privacy risk considerations with the potential to 
affect risk management for IoT devices.  These risk 
considerations are:

1. “Device Interactions with the Physical World.”  
NIST noted that IoT devices may be particularly 
impacted by this consideration because “[m]any 
IoT devices interact with the physical world in 
ways conventional IT devices usually do not.”

2. “Device Access, Management, and Monitoring 
Features.”  NIST explained that “[m]any IoT 
devices cannot be accessed, managed, or 
monitored in the same ways conventional IT 
devices can.”

3. “Cybersecurity and Privacy Capability 
Availability, Efficiency, and Effectiveness.”  
NIST noted that “[t]he availability, efficiency, 
and effectiveness of cybersecurity and privacy 
capabilities are often different for IoT devices 
than conventional devices.”

Third, NIST identifies three high-level risk mitigation 
goals for managing cybersecurity and privacy risks 
for IoT devices.  The goals are: (1) protect device 
security; (2) protect data security; and (3) protect 
individuals’ privacy.  NIST then highlighted what it 
perceived to be challenges for achieving these goals, 
based on common characteristics of IoT devices and 
their associated risk considerations.  For example, 
NISTIR 8228 notes that some IoT devices “may 
not be capable of having [their] software patched 

continued on page 11

http://www.wileyrein.com
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or upgraded,” which is related to the latter two 
risk considerations above and could preclude an 
organization from removing known vulnerabilities.  
The mapping of mitigation goals to challenges and 
risk considerations comprises most of the document.

Fourth, NIST provides “recommendations for 
addressing the cybersecurity and privacy risk 
mitigation challenges for IoT devices.”  As seen 
in the graphic from NISTIR 8228 below, the 
recommendations are interrelated and structured as 
(1) understanding risks; (2) implementing policies and 
processes to address those risks; and (3) updating 
those policies and processes as necessary.

While NISTIR 8228 covered a lot of ground, it is only 
“the first in a planned series of documents NIST is 
developing to help IoT users protect themselves, their 
data and their networks.”  

Specifically, NIST will host a workshop on August 
13 to gather feedback as the agency develops 
an “IoT Security Baseline.” (In fact, this baseline 
stems from a list of IoT device capabilities that NIST 
initially included—but then removed—in the NISTIR 
8228 draft.)  NIST circulated a discussion draft for 
the baseline a few months ago, explaining that it 
identified a “critical gap area” in “baselines focused 
on the pre-market cybersecurity capabilities that 
could be built into the products, as opposed to the 
cybersecurity controls that consumers could apply 
post-market.”  NIST is also making moves to address 
privacy in its parallel proceeding to develop a privacy 
framework, which Wiley Rein is involved in.

NIST is likely to continue devoting considerable 
resources to IoT privacy and cybersecurity for the 
foreseeable future.▬

For additional information, please contact:

Megan L. Brown
202.719.7579 | mbrown@wileyrein.com

Kathleen E. Scott
202.719.7577  |  kscott@wileyrein.com

Boyd Garriott
202.719.4487  |  bgarriott@wileyrein.com

NIST Continues Its Influential Work on IoT Cybersecurity and Privacy
Continued from page 10

http://www.wileyrein.com
https://www.nist.gov/news-events/news/2019/06/connecting-iot-device-check-out-new-nist-report-cybersecurity-advice
https://www.nist.gov/news-events/events/2019/08/workshop-core-iot-cybersecurity-baseline
https://www.wileyconnect.com/home/2018/10/18/nist-kicks-off-development-of-the-privacy-framework-workshop-in-austin
https://www.wileyrein.com/professionals-KatScott.html
mailto:kscott%40wileyrein.com?subject=
https://www.wileyrein.com/professionals-BoydGarriott.html
mailto:bgarriott%40wileyrein.com?subject=


Privacy in Focus®© 2019 Wiley Rein LLP | wileyrein.com 12

WEBINAR  |  July 17, 2019
@ 2 PM (EDT)

LATEST UPDATE ON STATE
PRIVACY AND SECURITY
LAWS: CALIFORNIA 
AND BEYOND

States from California to Maine continue 
to be active in considering and passing 
legislation governing data privacy and 
security. In California, legislators have 
been busy considering amendments to the 
California Consumer Privacy Act. Other 
states like Oregon, Maine, and Nevada 
have recently passed their own laws. All 
of these laws will significantly affect how 
businesses collect, use, share, and protect 
data. Please feel free to listen to the latest 
developments and practical tips on how to 
navigate compliance obligations even as 
the legal landscape around data privacy 
continues to evolve.

Click here to listen on demand

http://www.wileyrein.com
https://comms.wileyrein.com/9/2470/june-2019/wiley-rein-webinar--latest-update-on-state-privacy-and-security-laws--california-and-beyond(1).asp
https://event.on24.com/eventRegistration/EventLobbyServlet?target=reg20.jsp&referrer=&eventid=2030473&sessionid=1&key=2170B25FD20DC1F7CB489562EEBA04BA&regTag=&sourcepage=register
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March Privacy & Cybersecurity 
Webinar Series

During March, Wiley Rein’s privacy & security team hosted a series of timely updates 
on fast-moving legislative and regulatory developments affecting data governance, 
cyber risk management, incident response, privacy engineering, public policy, and 
more. Please feel free to listen in!

Federal Privacy Update: Congress, NIST & More.
Click here to listen on demand.

California Consumer Privacy Act (CCPA) Briefing.
Click here to listen on demand.

What to Watch: FTC Forecast for 2019.
Register here to listen on March 19, 2019 @ 12PM (EDT).

Biometrics News.
Register here to listen on March 26, 2019 @ 2PM (EDT).

http://www.wileyrein.com
https://event.on24.com/wcc/r/1950387/0449E4DF22156994CEC98080997746AA
https://event.on24.com/wcc/r/1950995/AC4C23DCD8D9BD18A4D13EAB845B5E5F
https://event.on24.com/eventRegistration/EventLobbyServlet?target=reg20.jsp&referrer=https%3A%2F%2Fcomms.wileyrein.com%2F9%2F2317%2Fcompose-email%2Fmarch-privacy-and-security-webinar-series-monday-update.asp&eventid=1945380&sessionid=1&key=0CFACAA9B2E5327274B181EFD15A925B&regTag=474177&sourcepage=register
https://event.on24.com/eventRegistration/EventLobbyServlet?target=reg20.jsp&referrer=https%3A%2F%2Fcomms.wileyrein.com%2F9%2F2317%2Fcompose-email%2Fmarch-privacy-and-security-webinar-series-monday-update.asp&eventid=1945380&sessionid=1&key=0CFACAA9B2E5327274B181EFD15A925B&regTag=474177&sourcepage=register
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Latest Update on State Privacy and Security Laws: California and Beyond
Wiley Rein Webinars
Duane C. Pozza, Speaker, Matthew J. Gardner, Speaker, Joan Stewart, Speaker, Kathleen E. 
Scott, Speaker
July 17, 2019

When Congress Investigates: Breaking Down the Nuts and Bolts of Congressional 
Investigations
2019 FBA Annual Meeting & Convention
Peter S. Hyun, Panelist
September 5, 2019 | Tampa, FL

Understanding Smart Contracts & How They Work
2019 SCG Legal Annual Meeting & 30th Anniversary Celebration 
Duane C. Pozza, Speaker
September 6, 2019  | Washington, DC

5G, Huawei, and National Security
Wiley Rein National Security Webinar + Podcast Series
Megan L. Brown, Speaker
September 12, 2019 

Events & Speeches

Antonio J. Reynolds, Financial Services Attorney and 
Former Federal Prosecutor, Joins Wiley Rein

In June, Antonio J. Reynolds, a former Assistant U.S. Attorney 
with extensive experience in financial services matters and 
privacy and data security compliance, joined Wiley Rein  
as a partner. 

Mr. Reynolds represents financial services companies and other 
major corporations in litigation, civil and criminal enforcement 
matters before federal and state agencies, corporate internal 
investigations, and compliance matters. Recognized by Legal 
500 as a leading lawyer in Cyber Law (Data Protection and 
Privacy), Mr. Reynolds advises clients on data governance 
best practices, cybersecurity standards, and consumer privacy 
requirements under the Gramm-Leach-Bliley Act, HIPAA, the 
Fair Credit Reporting Act, and state privacy laws.

He has advised clients in matters involving the Consumer 
Financial Protection Bureau, the FTC, the Federal Deposit 

Insurance Corporation, the Office of the Comptroller of the Currency, the Board of Governors of the Federal 
Reserve, state banking regulators, and state attorneys general.

Antonio J. Reynolds can be reached at 202.719.4603 or areynolds@wileyrein.com.

http://www.wileyrein.com
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Privacy	and	Cybersecurity	at	Wiley	Rein
Rachel A. Alexander 202.719.7371 ralexander@wileyrein.com

Daniel P. Brooks 202.719.4183 dbrooks@wileyrein.com

Megan L. Brown 202.719. 7579 mbrown@wileyrein.com

Moshe B. Broder 202.719.4186 mbroder@wileyrein.com

Jon W. Burd 202.719.7172 jburd@wileyrein.com

Bethany A. Corbin 202.719.4418 bcorbin@wileyrein.com

Scott D. Delacourt 202.719.7549 sdelacourt@wileyrein.com

Michael L. Diakiwski 202.719.4081 mdiakiwski@wileyrein.com

Matthew J. Gardner 202.719.4108 mgardner@wileyrein.com

Boyd Garriott 202.719.4487 bgarriott@wileyrein.com

Lee E. Goodman 202.719.7378 lgoodman@wileyrein.com

Peter S. Hyun* 202.719.4499 phyun@wileyrein.com

Bruce L. McDonald 202.719.7014 bmcdonald@wileyrein.com

Dorthula H. Powell-Woodson 202.719.7150 dpowell-woodson@wileyrein.com

Duane C. Pozza 202.719.4533 dpozza@wileyrein.com

Antonio J. Reynolds 202.719.4603 areynolds@wileyrein.com

Kevin G. Rupy 202.719.4510 krupy@wileyrein.com

Kathleen E. Scott 202.719.7577 kscott@wileyrein.com

Joan Stewart 202.719.7438 jstewart@wileyrein.com

To update your contact information or to cancel your subscription to this newsletter, visit:

www.wileyrein.com/newsroom-signup.html.

This is a publication of Wiley Rein LLP, intended to provide general news about recent legal developments and 
should not be construed as providing legal advice or legal opinions.  You should consult an attorney for any specific 
legal questions.

Some of the content in this publication may be considered attorney advertising under applicable state laws. Prior results 
do not guarantee a similar outcome.

*Not admitted to the District of Columbia Bar. Supervised by principals of the firm who are members of the District of Columbia Bar.
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