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Big Data and Health Care1

By Kirk J. Nahra
While the big data revolution is having an impact 
across more and more places throughout our 
economic system, nowhere are the opportunities 
and challenges more stark than in the health care 
industry. Beyond the “normal” ethical and legal 
challenges that apply in general to big data analytics, 

the health care industry presents a particularly tricky balance of regulatory ambiguity, business, 
and strategic overlaps and operational challenges for any business operating in the health care 
industry or a broader range of companies creating and using health care information (or data 
that may be useful for health care purposes).
In addition, because of the overall opportunities presented by data for the health care industry, 
and the particular sensitivities across our regulatory and behavioral structures about health care 
information, the challenges presented by privacy and security in a data driven health care world 
may create one of the most important challenges we face in the health care system. How we 
resolve these issues will impact the success of our health care system in significant ways going 
forward.
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We touch on two critical issues this month. Megan Brown, Matt Gardner, and Kat Scott 
address the latest decision – from the important D.C. Circuit – in the ongoing battle about 
standing in data breach class action cases. The Attias decision is a meaningful step in 
this debate – favoring the claimants – but is clearly not the last word. We will be watching 
this issue evolve over the coming months.

I look at the question of big data in health care. While all industries benefit from big data 
analytics, and are evaluating increasing arrays of options in this area, nowhere are the 
challenges surrounding big data more significant than in the health care industry. We’ve 
been watching these developments for several years now, and will continue to follow them 
as the law and industry best practices continue to change.

As always, please let me know if you have questions or comments on any of these topics. 
Also, if there are topics you would like to see addressed in future issues of Privacy in 
Focus – or if you have a need for a privacy or data security speaker at your event – 
please let me know. I can be reached at 202.719.7335 or knahra@wileyrein.com. 
Thank you for reading. ■
─ Kirk Nahra, Privacy & Cybersecurity Practice Chair

http://www.wileyrein.com
mailto:knahra%40wileyrein.com?subject=
http://www.wileyrein.com/
http://www.wileyrein.com/professionals-KirkNahra.html


2 Privacy in Focus©© 2017 Wiley Rein LLP | wileyrein.com

D.C. Circuit Data Breach Standing Decision Will 
Encourage More Litigation Over Security in New 
Technology
By Megan L. Brown, Matthew J. Gardner 
& Kathleen E. Scott
On August 1, 2017, the U.S. Court of Appeals 
for the D.C. Circuit held that plaintiffs in a 
data-breach class action had sufficiently 
alleged Article III standing based solely on 
allegations that the theft of their personal 
information may be used in the future to 
cause them harm. Attias v. CareFirst, Inc., 
2017 WL 3254941 (D.C. Cir. 2017). This is 
the strongest indicator to date that class 
action data breach litigation is alive after 
the Supreme Court of the United States’ 

decisions in Spokeo, Inc. v. Robins, 136 
S.Ct. 1540 (2016) and Clapper v. Amnesty 
International, 133 S. Ct. 1138 (2013).

While several circuit courts have dismissed 
data breach class actions on standing, Attias 
gives plaintiffs’ lawyers incentive to continue 
to litigate, especially given the possibility of a 
favorable forum. In addition to confirming a 
need for guidance from the Supreme Court, 
Attias is a reminder that companies can 
expect the plaintiffs’ bar to scrutinize and sue 
over data security in a variety of contexts.

continued on page 3

Big Data
So, what is “big data?” Big data can mean 
simply everything, all data being generated 
in an increasingly electronic and digital 
environment. Big data is arriving from 
multiple new sources (e.g., the Internet of 
Things) at amazing velocities, volumes and 
varieties. According to the Federal Trade 
Commission (FTC), “big data” refers to “a 
confluence of factors, including the nearly 
ubiquitous collection of consumer data from 
a variety of sources, the plummeting cost of 
data storage, and powerful new capabilities 
to analyze data to draw connections and 
make inferences and predictions.”

With this idea, to extract meaningful value 
from big data, you need optimal processing 
power, storage, analytics capabilities, and 
data skills. In addition, from a privacy and 
regulatory perspective, it is important to 
understand that the people collecting big 
data want as much data as possible, to use 
as the basis of the models businesses create 

to explain, predict, and affect behavior. In 
general, more data means better models. For 
this approach, the key operational mandate 
(all other things being equal) is to “gather it 
now, figure out why later.” Fundamentally, this 
business approach is inconsistent with the 
idea behind most privacy rules.

In considering how these challenges apply 
to the health care industry, it is critical to 
recognize that:

■ Much of the big data discussion is
outside of the context of health care;
BUT

■ There is a wide variety of health care
information (both HIPAA regulated
and not) that is being scrutinized in the
context of big data; and

■ There is a growing range of big data
activities being conducted by health care
entities, again both in and out of HIPAA.

Big Data and Health Care continued from page 1
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Legal Standing in Breach Cases Is 
Unsettled
To establish injury in fact, a plaintiff must 
show that he or she suffered “an invasion of 
a legally protected interest” that is “concrete 
and particularized” and “actual or imminent, 
not conjectural or hypothetical.” Lujan v. 
Defenders of Wildlife, 504 U.S. 555,560 
(1992); Spokeo, 136 S.Ct. 1540 (2016). In 
the data breach context, harms associated 
with stolen personal information, like identity 
theft, often do not immediately follow the data 
breach, if they occur at all. As a result, courts 
are left to struggle with whether a potential 
future harm is enough for standing.

In assessing such prospective harms, the 
Supreme Court held in Clapper that  
“[a]llegations of possible future injury” do not 
satisfy constitutional standing requirements. 
133 S.Ct. 1138, 1147. Rather, the “threatened 
injury must be certainly impending to 
constitute injury in fact.” Id. That does not 
mean that plaintiffs are required to show 
that it is “literally certain that the harms they 
identify will come about.” Id. at 1150 n. 5. But 
they must at least demonstrate a “substantial 
risk that the harm will occur.” Id.

For years, plaintiffs have mostly—but not 
always—failed to convince courts that having 
personal information stolen constitutes an 
injury for Article III purposes. Most courts 
have held that the mere possibility that a 
hacker might use stolen information for 
identity theft or financial fraud at some point 
in the future was too speculative to constitute 
a case or controversy. See, e.g., Whalen v. 
Michaels Stores, Inc., 2017 WL 1556116 (2nd 
Cir. 2017) (Plaintiff failed to allege standing 
post data breach "because [she] neither 
alleged that she incurred any actual charges 
on her credit card, nor, with any specificity, 

that she had spent time or money monitoring 
her credit.") However, not all courts have 
come out this way: the Seventh Circuit has 
held that loss of personal information can 
create standing. See Remijas v. Neiman 
Marcus Grp., 794 F.3d 688, 693 (7th Cir. 
2015).

There have been two recent Supreme Court 
decisions on this issue. In Clapper, the 
Supreme Court rejected standing of plaintiffs 
who sued to have a part of U.S. surveillance 
law struck down, claiming they feared 
incidental collection of their communications 
and were harmed by taking measures to 
avoid collection. The Court in Clapper found, 
“‘[a]llegations of possible future injury’ are not 
sufficient,” making an “objectively reasonable 
likelihood” of future harm inadequate to 
proceed. Clapper, 133 S. Ct. at 1147. Last 
year, the Court held in Spokeo that, 
“[a]lthough tangible injuries are perhaps 
easier to recognize, we have confirmed in 
many of our previous cases that intangible 
injuries can nevertheless be concrete.” 
Spokeo,136 S.Ct. at 1549. Determining when 
a harm is both intangible and concrete often 
is not easy.

The Attias Case Presents Now-Familiar 
Facts
Attias presents fairly common data breach 
allegations. In 2014, hackers allegedly 
gained access to CareFirst’s servers which 
contained personal identifiable information 
and personal health information of CareFirst’s 
customers. The hackers were able to steal 
the customer data, which was not encrypted. 
Customers then sued in a purported class 
action, alleging that CareFirst failed to take 
reasonable steps to protect their data.

D.C. Circuit Data Breach Standing Decision Will Encourage More Litigation Over 
Security in New Technology  continued from page 2
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As in many data breach class actions, the 
district court held that the plaintiffs’ alleged 
injury was too speculative to confer standing. 
See Attias v. CareFirst, Inc., 199 F.Supp.3d 
193 (D.D.C. 2016) (“merely having one's 
personal information stolen in a data breach 
is insufficient to establish standing to sue 
the entity from whom the information was 
taken."). The district court reasoned that 
plaintiffs had not experienced financial loss, 
and the chain of events describing any future 
loss—which involved unknown hackers at an 
unknown point in the future electing to use 
the stolen personal information for monetary 
gain—was too attenuated.

The D.C. Circuit Adds to Uncertainty, 
Confirms Data Breach Litigation May Be 
Worthwhile for Plaintiffs
The D.C. Circuit reversed the district court’s 
Attias decision, siding with the Seventh 
Circuit on the issue of standing in data 
breach cases and furthering a circuit split 
on what constitutes an injury after a data 
breach. Compare Whalen, 2017 WL 1556116 
(2nd Cir. 2017) (plaintiff did not suffer injury in 
fact) with Remijas, 794 F.3d at 693 (7th Cir. 
2015) (plaintiff did suffer injury in fact). As the 
D.C. Circuit explained, “an unauthorized party 
has already accessed personally identifying 
data on CareFirst's servers, and it is much 
less speculative—at the very least, it is 
plausible—to infer that this party has both the 
intent and the ability to use that data for ill.” 
Attias, 2017 WL 3254941, at *6.

The D.C. Circuit held that the plaintiffs had 
standing based on allegations that the theft 
of credit card and social security information 
created a risk of identity theft. The complaint 
further alleged that the theft of customers’ 
names, dates of birth, email addresses, 

and subscriber identification numbers, 
when combined, created a substantial risk 
of “medical identity theft,” which involves 
obtaining medical services in the victim’s 
name. The court found that the risk of this 
type of injury—even without the loss of 
social security numbers and credit card 
information—was sufficient.

More Litigation Will Follow, Impacting 
Emerging Technologies Like the Internet 
of Things, Big Data, and Artificial 
Intelligence
Standing in the data breach context is ripe for 
additional Supreme Court guidance. Spokeo 
has not produced uniform results, and a post-
Spokeo Circuit split of authority has emerged. 
Innovations in standing doctrine can impact 
other areas as well. As we look to an 
increasingly connected future, and confront 
malicious action by criminals and nation 
states, what can we expect after Attias?

Data breaches will continue. As Verizon 
Enterprise Solutions predicts, “The triple 
threat of hacking, malware, and social has 
been on top and trending upward for the last 
few years, and it does not appear to be going 
away any time soon.” Verizon Data Breach 
Investigations Report, 2017. Other security 
issues will continue to emerge, as networks 
and devices are compromised for various 
nefarious reasons.

Legal divisions over standing allow forum 
shopping by plaintiffs in national data 
breaches. The threat of litigation and 
exposure are tremendous. See “Anthem 
Agrees to $115 Million Settlement of Data 
Breach Lawsuit,” The Wall Street Journal 
(June 23, 2017), available here. The sheer 
size of such exposure may force companies 

D.C. Circuit Data Breach Standing Decision Will Encourage More Litigation Over 
Security in New Technology  continued from page 3
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to settle meritless claims to avoid vexatious 
litigation. This may result in large payouts to 
attorneys with little improvement in security.

To the extent these issues are litigated, we 
may see courts deciding what constitutes 
reasonable data security policy, such as 
whether the alleged lack of encryption in Attias 
was reasonable. Courts may also have to 
speculate about the motives or future actions 
of unknown hackers. This will be a particularly 
difficult area for courts to make law. Perhaps 
worse, we may see issues resolved in 
settlement documents, as companies 
look to avoid crushing litigation costs and 
unpredictable liability. Federal agencies and 
other experts are looking at these issues 
and developing standards of care that may 
be more helpful than settlement agreements 
available on court dockets.

Fundamentally, a lesser standard for Article III 
standing in cybersecurity-related cases (like 
the approach taken by the D.C. Circuit and 
the Seventh Circuit) will make it easier to bring 
security-related class actions. For example, 
litigation over vulnerabilities and hacks of 
connected devices, such as cars, medical 
devices, drones, and any devices that are part 
of the Internet of Things may be far easier to 
litigate if all a plaintiff has to show is that a 
claimed future harm is “plausible . . . to infer.” 
Attias, 2017 WL 3254941, at *6. This standard 
may also encourage lawsuits over claimed 
misuse of “big data” or pricing algorithms. 
See “Digital Redlining: Increasing Risk of ‘Soft 
Regulation’ and Litigation,” Bloomberg BNA 
Electronic Commerce & Law Report (June 8, 
2016), available here.

Companies that hold consumer data or 
provide products or services to the public 
should take notice. The economic incentives 
and technology impacts of this sort of litigation 
are immense.

*****

Wiley Rein has worked on data security 
and cybersecurity for years. We are deeply 
involved in preparing for the Internet of Things, 
including considerations about liability. We 
counsel companies and associations on 
legal and policy trends, including the effect 
of litigation on innovation. Several years ago, 
Megan Brown filed the only amicus brief 
opposing standing in Clapper v. Amnesty 
International, available here. ■

For more information, please contact:

Megan L. Brown 
 202.719.7579 
 mbrown@wileyrein.com

Matthew J. Gardner 
 202.719.4108 
 mgardner@wileyrein.com

Kathleen E. Scott 
 202.719.7577 
 kscott@wileyrein.com
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Expressed Concerns
With that background, how should the health 
care industry think about big data? Over the 
last several years, there has been important 
policy thinking about the impact of big data 
in general and the specific impact across the 
health care industry. For example, a White 
House Task Force issued a significant and 
thoughtful report in May 2014, called “Big 
Data: Seizing Opportunities, Preserving 
Values,” available here. This report included 
a key finding – among a generally balanced 
discussion of the risks and benefits of big 
data analytics. According to this report, “A 
significant finding of this report is that big 
data analytics have the potential to eclipse 
longstanding civil rights protections in how 
personal information is used in housing, 
credit, employment, health, education, and 
the marketplace.” In addition, this report 
made clear that “The privacy frameworks 
that currently cover information now used in 
health care may not be well suited to address 
these developments or facilitate the research 
that drives them.”

The FTC sounded similar alarms, while 
also recognizing benefits to consumers 
and industry from big data. In its January 
2016 report “Big Data: A Tool for Inclusion 
or exclusion,” available here, the FTC 
concluded that “[t]he analysis of [big] data 
is often valuable to companies and to 
consumers, as it can guide the development 
of new products and services, predict the 
performance of individuals, help tailor 
services and opportunities and guide 
individualized marketing.” In addition,  
“[a]t the same time, advocates, academics 
and others have raised concerns about 
whether certain uses of big data analytics 
may harm consumers, particularly low-
income and underserved populations.”

Potential Enforcement Sources
Companies thinking about these big data 
issues – or applying them without thinking 
about them – should consider some key 
elements. 

First, much of the big data discussion for the 
health care industry occurs at the border of 
regulated and unregulated. The HIPAA rules 
may apply, but often will not. 

However, there also are a variety of other 
laws and regulations that may be relevant, 
particularly the broad and general ability 
of the FTC to take action against “unfair 
and deceptive” practices, that certainly can 
include various approaches related to privacy 
and data analytics.

Second, while the core health care industry 
focuses on the U.S. Department of Health 
and Human Services (HHS) Office for Civil 
Rights (OCR) as a primary regulator, for 
big data activities over the next few years, 
it may be more important to think about the 
growing “enforcement” authority of two other 
groups – the State Attorneys General and the 
plaintiffs’ bar. It is widely expected that the 
State AGs will play a more aggressive role in 
privacy and data security enforcement over 
the next few years. The New York Attorney 
General, for example, already has started 
to define practices for the “unregulated” 
health care industry. See Nahra, “New York 
Attorney General Addresses Key Health Care 
Privacy Gaps,” Privacy in Focus (April 2017), 
available here.

Also, the plaintiffs’ bar is gearing up to take 
action against inappropriate or suspicious 
big data practices. See Roberts, “These 
Popular Headphones Spy on Users, Lawsuit 
Says,” Fortune (April 19, 2017), available 
here. While the question of “harm” will still 

Big Data and Health Care continued from page 2
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Big Data and Health Care  continued from page 6

be relevant to these actions, the plaintiffs’ 
bar presents a real and ongoing risk for 
companies pushing the envelope on big data 
analytics.

Expanding Sources of Health Care 
Information

Part of the regulatory challenge for the health 
care industry stems from the limited scope 
of the HIPAA rules. HIPAA has always been 
a limited scope privacy/security rule - It 
applies to health care information only where 
a “covered entity” is involved. See Nahra, 
“Refresher on the HIPAA Privacy and Security 
Rules,” Privacy in Focus (May 2017), available 
here. Accordingly, there always have been 
gaps where various entities collect or maintain 
health care data but are not covered by the 
HIPAA rules.

In the years since HIPAA went into effect, the 
amount of “health related” information that 
is being created and collected outside of the 
HIPAA rules has been growing, and growing in 
recent years in significant ways. For example, 
we now see:

 ■ Web sites gather and distribute health 
care information without the involvement 
of a covered entity. These range from 
commercial web sites (e.g., Web MD) 
to patient support groups to sites that 
offer “personal health records” directly to 
consumers.

 ■ These web site activities also have been 
supplemented by other web sites that 
are gathering and using information from 
a wide variety of vehicles to be used in 
relation to health care activities, including 
significant and growing activities involving 
Google, Facebook, and Apple.

 ■ We also have seen a significant 
expansion of mobile applications 

directed to health care data or offered in 
connection with health information.

 ■ We have seen a broad variety of health 
care information gathered by “wearables” 
and other devices (whether regulated or 
not) that collect and create health care 
information.

At the same time that we have seen 
the growth of “non-HIPAA” health care 
information, we also are seeing an emerging 
(and related) issue – companies within the 
health care industry (and therefore regulated 
by HIPAA) bringing into their company 
information created outside of the health care 
system, much of it not obviously related to 
health care, but bringing it in to use for data 
analytics related to health care. Consider 
these recent headlines.

 ■ “Your Doctor Knows You’re Killing 
Yourself. The Data Brokers Told Her.” 
“You may soon get a call from your doctor 
if you’ve let your gym membership lapse, 
made a habit of picking up candy bars at 
the check-out counter or begin shopping 
at plus-sized stores.” See Pettypiece 
and Robertson, “Your Doctor Knows 
You're Killing Yourself. The Data Brokers 
Told Her,” Bloomberg Technology (June 
26, 2014), available here (subscription 
needed).

 ■ “When a Health Plan Knows How You 
Shop.” Health plan prediction models 
using consumer data from data brokers 
(e.g., income, marital status, number of 
cars), to predict emergency room use and 
urgent care. See Singer, “When a Health 
Plan Knows How You Shop,” The New 
York Times (June 28, 2014), available 
here. 
 

continued on page 8
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Big Data and Health Care  continued from page 7

 ■ “Bosses Tap Outside Firms to Predict 
Which Workers Might Get Sick.” 
Employee wellness firms and insurers 
are working with companies to mine data 
about the prescription drugs workers 
use, how they shop, and even whether 
they vote, to predict their individual health 
needs and recommend treatments. See 
Silverman, “Bosses Tap Outside Firms 
to Predict Which Workers Might Get 
Sick,” The Wall Street Journal (February 
17, 2016), available here (subscription 
needed).

 So, it is clear that the health care industry 
– and many others who use, collect, and 
analyze health care data or other data that 
can be used for health care purposes – have 
a variety of challenges to consider. First, what 
are the regulatory requirements? Second, 
where is the law moving in this area? And 
third, what should I be doing – considering 
ethics, customer relations, business strategy, 
and public relations – to address these issues 
over the next few years where there is a 
reduced likelihood of thoughtful and effective 
regulation of these topics?

On a broad level, through the White House 
Big Data report, the FTC’s Data Broker 
report and otherwise, substantial concerns 
have been raised about how this data is 
being used, in contexts that raise questions 
about how health care services are provided 
and appropriate rights and protections for 
individuals in connection with their health care 
and their privacy. And, while this issue may be 
temporarily on hiatus, with the anti-regulation 
current Administration and Congress, this 
HIPAA/non-HIPAA issue is not going away, 
nor is the data analytics industry involving 
health care information slowing down in any 
way. There is too much data being used by 
too many people in too many risky contexts. 

In addition, there is growing pressure from a 
variety of audiences to “do something” about 
this non-HIPAA health care data.

Regulation Expansion Options
On the legislative/regulatory front, there seem 
to be three main options.

First, we could address the specific “gap” 
in the law – health related data that is not 
covered by HIPAA. This would involve a law 
and/or regulation creating privacy and security 
rules for “non-HIPAA” health care information. 
This would address this gap, and create 
rules for this information, but would leave two 
different sets of rules in place, for HIPAA and 
non-HIPAA data.

Second, we could pass a law or regulation 
addressing all health care information. This 
would place the use and disclosure rules 
for health care information on a single 
footing – avoiding issues at the margins, and 
creating both disparities in rights and differing 
commercial obligations depending on which 
side of the line you were on. The health care 
industry needs to pay close attention to this 
option – if a single “health care” law was 
passed, it might not look like HIPAA. If the 
health care industry likes the HIPAA rules, 
it needs to formulate a strategy to expand 
HIPAA to this broader environment – which 
isn’t as easy as it sounds.

Third, and considering the fact that income, 
number of cars, marital status, and a variety 
of other factors are being determined to be 
valuable in gathering and analyzing health 
care insights and ongoing practices – maybe 
it is no longer possible to define “health care 
information” in a way that provides appropriate 
protections. This would lead to the broadest 
“solution” – a single privacy law/regulation 
covering all information. This “one size fits 

continued on page 9
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continued on page 10

Big Data and Health Care  continued from page 8

all” system is the preferred approach in other 
countries that have privacy laws (particularly 
the European Union), but has not been the 
approach in the United States so far, where 
we have preferred a “sector and practice” 
specific sets of laws and regulations. See 
Nahra, “Is the Sectoral Approach to Privacy 
Dead in the U.S.?” Bloomberg BNA Privacy 
and Security Law Report (April 4, 2016), 
available here.

While this debate about new laws and 
regulations continues (and perhaps stagnates 
for a few years), what else should companies 
be considering for the time being?

Data De-Identification
One key issue for consideration is the 
issue of “de-identification,” including both 
an understanding of what this means and 
an analysis of whether appropriate de-
identification techniques can avoid or reduce 
some of the risks associated with big data 
analytics. 

While this is not the place for a full discussion 
of the HIPAA de-identification rules, the 
approach spelled out in HIPAA permits 
“protected health information” to be “de-
identified” so that the information is no longer 
regulated by HIPAA, because it is no longer 
reasonably associated with an identifiable 
individual. Under HIPAA, a covered entity 
or other recipient of data can do anything 
with de-identified data. This “unrestricted” 
environment is one reason this information is 
so valuable – can be sold, used for research 
or for any other purpose under current law. 
This means that de-identified data can be 
used for:

 ■ Research;

 ■ Public Health;

 ■ Big Data Analytics;

 ■ Marketing; and

 ■ Any other purpose if the data is 
appropriately de-identified.

Accordingly, the HIPAA rules – which require 
a strict standard for de-identification - present 
opportunities to engage in big data analytics 
without meaningful privacy risk. At the same 
time, one of the key challenges of big data 
analytics is addressing not only the “privacy 
risk,” where an individual’s identifiable data 
is used in ways that impact that individual, 
but also the “discrimination” concerns raised 
by the White House and others, where one 
person’s data (whether de-identified or not) 
is used to create a model that is then applied 
to someone else. While these discrimination 
concerns are real, they are not typically 
“privacy” concerns, because the impacted 
individual often is not the one whose data was 
used to create the model.

Two Big Issues
In addition to these de-identification 
opportunities, companies in the health care 
industry and related industries – and their 
lawyers – will need to consider two other big 
picture issues:

 ■ Data Quality. One challenge for health 
care is that much of the data being brought 
into the health care system from other 
sources does not have the same level of 
quality as most health care information. 
Obviously, the importance of data quality 
depends on the purpose for which the 
data is being used. A bad marketing profile 
results in bad marketing. A bad clinical 
protocol kills someone. So it will be critical 
to evaluate data sources and data quality 
to the extent that this data is being used for 
meaningful health care purposes. Health 
care companies may find that better laws 
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dictating specific practices may lead to 
better quality data from many of these 
sources.

 ■ Ethics. While ethics may seem a quaint and 
antiquated notion in our current political 
environment, it is clear that ethics remains 
a critical principle within the health care 
industry. The vagaries and ambiguities of 
the legal structure today may place more 
importance on these ethics rather than 
less. Lawyers – in particular – will need to 
pay attention to these ethical issues, so 
that they can raise appropriate questions 
and concerns when businesses push for 
more and more aggressive use of data 
in a regulatory vacuum. Because of the 
broad risks of big data analytics – and the 
likely challenges from regulators, plaintiffs’ 
attorneys, the media, and others – the fact 
that there are legal gaps and ambiguities 
cannot be an excuse for proceeding in 
an aggressive and unthinking way simply 
because there is no law that says you can’t.

This question of big data for the health care 
industry is growing in importance every 
day. Businesses, academics, policymakers, 

and others are – every day – developing 
new thoughts and approaches to gathering, 
identifying, analyzing, and applying big data 
analytics to a broader variety of information. 
We don’t know at this point what data will 
matter or how it will be used (and whether 
these conclusions will be accurate). 
Businesses – and their strategists and lawyers 
– need to be thinking about these big picture 
issues, and evaluating an approach that is 
consistent with both current law and likely 
future development of the law, but also with 
thoughtful business activities and emerging 
best practices related to privacy, data security, 
and overall implications of big data analytics.

For more information on big data and other 
health care issues, please contact:

Kirk J. Nahra 
 202.719.7335 
 knahra@wileyrein.com

_________ 
1This article is excerpted from a presentation by Kirk 
J. Nahra (along with Kim Gray of QuintilesIMS) at the 
American Health Lawyers Association Annual Meeting in 
San Francisco.

Big Data and Health Care  continued from page 10
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Crown Jewels in the Age of the 
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Matthew J. Gardner, Panelist
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September 14, 2017 | Chicago, IL

The Fundamentals of Incident 
Response
Megan L. Brown, Speaker
12th Annual ABA Homeland Security 
Law Institute
September 25, 2017 | Washington, DC

The "S" in IoT Stands for 
Security
Megan L. Brown, Moderator
U.S. Chamber of Commerce's Sixth 
Annual Cybersecurity Summit
October 4, 2017 | Washington, DC

Managing Data Security 
Contracts and Multiple 
Obligations
Kirk J. Nahra, Speaker
2017 Privacy & Security Forum
October 4-6, 2017 | Washington, DC

Privacy Bootcamp for Security 
Professionals
Kirk J. Nahra, Speaker
IAPP’s Privacy. Security. Risk. 2017 
Conference
October 16, 2017 | San Diego, CA

I’m a Lawyer: How Can I 
Advise on Data Security 
Issues?
Kirk J. Nahra, Speaker
IAPP’s Privacy. Security. Risk. 2017 
Conference
October 17, 2017 | San Diego, CA
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