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As “Big Data” concerns continue to stimulate substantial debate among legislators, 
regulators, and privacy advocates, the Federal Trade Commission (FTC) has 
released its latest report outlining a variety of specific risks and concerns in this area. 
While the report does not by itself create new compliance obligations for businesses, 
it raises a variety of important questions that businesses should be assessing in their 
own operations, highlights existing laws that can be used by the FTC to engage in 
enforcement in this area, and in general, identifies areas of concern where the FTC 
will be looking for ways to protect consumers going forward. 

The FTC Report, “Big Data: A Tool for Inclusion or Exclusion,” also includes the key 
tagline for businesses in its title – “Understanding the Issues.” This document is an 
important read for businesses engaged in any kind of “big data” activities – including 
many companies that may not realize their involvement with big data. It does not 
purport to resolve the many questions raised by the use of “big data” analytics, but 
it provides an important and useful framework for companies to utilize in evaluating 
their overall approach to big data. In particular, it focuses on identifying potential 
“risks” from big data, with a specific emphasis on “the impact of big data on low-
income and underserved populations.” 
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Introduction
For our first issue of 2016, we look at three distinct topics – the substantial developments in the European Union 
(EU), the Federal Trade Commission’s (FTC) most recent report on the risks and opportunities of “big data,” and 
recent FTC guidance on “native advertising.”  

Our lead report, by Amy Worlton and Umair Javed, provides a broad overview of the forthcoming General Data 
Protection Regulation from the EU.  While there clearly is at least a two year lead time for this new regulation, 
this new law will impact an extraordinarily broad range of companies across the world, with significant 
implications that will require meaningful planning from many U.S. companies, in all industries.  We’ll be following 
these developments closely, along with the related developments about the potential for a new EU-U.S. Safe 
Harbor program. 

My article focuses on the FTC’s recent report about Big Data.  This report is simply a discussion of many of 
the issues related to big data, stemming from recent hearings held by the FTC on the topic, but it provides useful 
guideposts for companies involved in big data – as suppliers, recipients, or analyst – focusing on key risks and 
potential opportunities and benefits.  This is another key issue that we’ll be reporting on throughout 2016. 

Scott Delacourt, Kathy Kirby, and Umair Javed address the FTC’s recent guidance on native advertising -  ads 
that are in the same format as the content audiences have sought out to consume – because of the FTC’s 
concerns about potential deception in this context.  Unlike the big data report – which is a likely precursor to 
future guidance – this guidance provides clear boundary rules that companies will want to address to avoid 
potential enforcement by the FTC.  

As always, please let me know if you have questions or comments on any of these topics, or if we can be 
of assistance in connection with any of these developments. I can be reached at knahra@wileyrein.com or 
202.719.7335. ■

– Kirk Nahra, Privacy Practice Chair
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So what are the primary takeaways from this 
document for companies? 

Don’t overreact.
This is an important and useful document, but is not a 
specific compliance requirement and does not set out 
specific rules that the FTC expects to be followed. So 
pay attention, but don’t panic. 

But read it carefully.
Nonetheless, it is information that should be reviewed 
and evaluated by a broad range of companies, 
including by senior management focusing on strategic 
data activities. One of the key areas for thought is 
simply how many companies may be affected – one 
of the key elements for big data involves how many 
new companies are creating and gathering potentially 
useful personal data, and how many new sources 
of data may be available for analysis by companies 
that are considering their data analytics capabilities. 
Obviously, these issues affect consumer-driven 
businesses directly, but it is important for a much 
broader range of companies to consider (1) what data 
they are creating that may be useful to others; (2) 
what activities by vendors may lead to the creation or 
gathering of new data; and (3) what data from others 
may be available for analysis and evaluation. 

Make sure you are considering existing laws.
Another key element of the FTC guidance is to 
remind companies about existing laws where the 
FTC can take enforcement action for violations. 
While these laws (like the Fair Credit Reporting Act 
and various equal opportunity laws) do not apply 
everywhere in the big data universe, they can be 
applied by the FTC in certain big data situations. 

The FTC Act is the big one.
In addition to “specific” laws like the FCRA, the FTC is 
reminding companies about its broad authority under 
the FTC Act. Over the past decade, the FTC has used 
the FTC Act to “create” a law of data security, which 
has led to more than 50 enforcement actions against 
a broad range of companies. Is the FTC signaling 
that it may be thinking about the same approach 
for big data activities? Certainly the FTC will have a 
harder path in this area – given the extended debate 
in the Wyndham case about its overall authority and 
the clarity of its guiding principles. Nonetheless, 
companies always need to be thinking about how the 
FTC could apply this Act to a company’s activities, 
particularly if the FTC believes that there are unfair or 
deceptive practices in play. 

Consider the quality of your data.
Aside from potential impact from big data analysis, 
the FTC also draws attention to an issue that many 
companies do not pay enough attention to – how 
good and useful is your data? This will be a key issue 
going forward, as data arises from many new sources 
that do not have a track record for accuracy. The FTC 
is simply making sure that people think about these 
data quality issues – particularly in the context of how 
this data can be applied to groups facing larger risks 
in this area. 

Focus on the FTC’s questions for assessment.
And, while the FTC has not set out an enforcement 
policy, it is sending a clear message about the kinds 
of activities it is concerned about in the big data area. 
Companies need to be thinking about these questions 
in connection with any big data project. Some of the 
key questions include: 

 ■ How representative is your data set? 

 ■ Does the data model account for biases?

 ■ How accurate are your predictions from this 
data? 

 ■ Does your reliance on big data create ethical or 
fairness concerns? 

The FTC is also providing a policy road map.
Companies should also use these questions as 
a broader guide to thinking about their big data 
activities. Big data is creating important new 
opportunities, with just as much nervousness from 
the regulator and advocacy communities. The FTC’s 
view is not one-sided; it recognizes both the potential 
opportunities for big data and the potential risks. 
This means that companies need to be thinking 
about the implications and impact of their activities, 
even if there is no clear law or regulation today that 
makes an activity illegal. Numerous audiences are 
evaluating new laws and policies about big data. 
Your activities can drive this debate – in good or 
bad directions – and there is the real possibility that 
particularly aggressive or egregious practices can 
lead to a company becoming a poster child for new 
laws. The message is clear – be thoughtful, smart, 
and responsible about your big data activities. 

Rely on your privacy officer.
Big data is a prototype area where a thoughtful, 
knowledgeable, and creative privacy officer can be 
a critical resource for a company. A good privacy 

continued on page 3
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officer needs to understand all the applicable laws 
and regulations but, more importantly in this context, 
needs to be thoughtful about potential implications 
and understanding about where the law may go in the 
future, as well as being able to assess how big data 
activities may affect a company’s public profile. Use 
your privacy officer as an important resource in your 
company’s evaluation of these issues. 

Conclusion
Big data is a growing issue, with no signs of slowing 
down. The public policy debate is in its infancy, 
and the new FTC report is a useful and important 
contribution to the early stages of this debate. 
Companies should be paying close attention to the 
opportunities presented by big data, but also must 

ensure that they are considering the full range of 
implications for their activities. In addition, it is clear 
that there will be significant policy discussion from a 
broad range of interested regulators and enforcement 
agencies on these issues, so it will be important to 
monitor the full range of activities in this area, to 
ensure that your actions don’t run afoul of emerging 
trends and new rules. 

For questions and comments about these issues, 
or for assistance in connection with big data issues, 
contact:

Kirk J. Nahra 
   202.719.7335 
   knahra@wileyrein.com

FTC Releases Important New ‘Big Data’ Report  continued from page 2

EU Finalizes General Data Protection Regulation:  
Implications for U.S. Businesses

The European Union (EU) has all but officially 
adopted the General Data Protection Regulation 
(GDPR), as approved by the European Parliament 
and the Council of the European Union on December 
15, 2015. The GDPR is set for formal adoption 
this Spring and will go into effect two years later. It 
represents a major reform of EU privacy rules and 
will be among the most stringent data protection 
regulations anywhere in the world. Its effects will 
extend well beyond Europe, and indeed, the GDPR 
is designed to reach U.S. companies that handle EU 
personal information. 

Any U.S. business with a presence in the EU should 
understand how the GDPR will apply to its operations, 
and should be aware of the opportunities to 
substantially influence the law’s implementation. In a 
transformative change, new penalties for violating the 
GDPR could reach € 20 million or 4% of a company’s 
annual worldwide turnover. Yet, the process that EU 
privacy regulators must follow before imposing such 
a fine is not yet determined and could be influenced 
by industry. Likewise, U.S. business has opportunities 
to promote the consistent implementation of the 
GDPR across the 28 EU Member States in order to 
reduce compliance costs, as well as promote the 
development of workable cross-border mechanisms 
for the transfer of personal data. 

KEY FEATURES OF THE GDPR

Regulation v. Directive
The GDPR will replace the EU Data Protection 
Directive (Directive)—a 21-year-old privacy 
framework. One of the most significant changes in 
the GDPR is the very fact that it is a “regulation” as 
opposed to a “directive.” A regulation applies directly 
to EU Member States and, as a formal matter, allows 
them little discretion in implementation, whereas a 
directive sets desired results and policies but depends 
upon Member State implementation into national law. 
Because a regulation automatically becomes part of 
each Member State’s legal framework, the GDPR 
should reduce—though probably not eliminate—the 
regulatory patchwork in EU Member States’ data 
protection regulation. Greater consistency across the 
Union generally will reduce costs and risks for U.S. 
companies conducting business in the EU. 

Jurisdiction and Scope
Under the GDPR, jurisdiction is less related to 
the location where a business is incorporated 
or headquartered and more to the location of 
business activity. To be sure, the GDPR will apply 
to the processing of personal data by businesses 
“established” within the EU. More controversially, 
the GDPR also will apply to businesses established 

continued on page 4
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EU Finalizes General Data Protection Regulation:  Implications for U.S. Businesses   
continued from page 3

outside the EU if their processing activities relate 
to the offering of goods or services to individuals 
in the EU or to the monitoring of such individuals’ 
behavior. This provision expands the territorial 
scope of the GDPR well beyond the EU, essentially 
making it global law. There are some limits in place 
on the GDPR’s reach—the regulation makes clear 
that having a commerce-oriented website that 
is accessible to EU residents does not by itself 
constitute offering goods or services. Rather, a 
business must show intent to draw EU residents as 
customers, for example, by using a local language or 
currency. 

The definition of “personal data” in the GDPR also will 
be expanded. Under the old Directive, “personal data” 
is information about any “identified or identifiable 
natural person.” Under the new GDPR, the definition 
of “personal data” also will cover online identifiers 
or any factors specific to an individual’s physical, 
physiological, genetic, mental, economic, cultural, or 
social identity.

Key Themes
The GDPR is broad and complex, but several 
significant themes emerge, including transparency 
and control, obligations of so-called “data controllers” 
(defined in the GDPR as any natural or legal person 
which alone or jointly with others determines the 
purposes, conditions, and means of the processing 
of personal data) and “data processors” (defined as 
any natural or legal person which processes personal 
data on behalf of the controller), accountability, and 
harmonization. Below are key aspects of the new 
regulation that could affect businesses active in the 
EU market or offering services to EU citizens.

Transparency and Control

The GDPR promotes transparency of processing 
of personal data and increasing “data subjects’” 
control over such processing. Data subjects are 
identified natural persons or natural persons who 
can be identified, directly or indirectly, by means 
reasonably likely to be used by a data controller or 
processor or by any other natural or legal person. The 
transparency theme runs throughout the GDPR and 
is expressed in new definitions, new rights conferred 
on data subjects, and the overall structure of the data 
processing regime.

Consent. Consent will continue to be a valid basis 
for processing personal data under the GDPR, so 
long as it is “freely given, specific, informed, and 
unambiguous.” Note, however, that this requirement is 

slightly different from the consent requirement in the 
Directive, which requires only that consent be “freely 
given, specific, and informed.” Parents will be required 
to provide their consent to the processing of children’s 
personal data where those children are under age 
16, although EU Member States may lower the age 
requiring parental consent to 13.  

New rights. The “right of portability” and the “right of 
erasure” are two additional privacy rights granted to 
individuals under the GDPR. The right of portability 
affords citizens easier access to their own data. 
Upon request, individuals will be able to transfer 
all data from one provider of goods or services to 
another; specifically, this provision was created to 
foster healthy competition and increase accountability 
among providers. Under the “right to erasure,” (also 
known as the “right to be forgotten”) individuals can 
have their personal data erased upon request. If the 
data controller to which the request has been made 
“replicated” that data with other entities, then it must 
also forward the erasure request to those entities. 

The GDPR also affords individuals a right to object 
to the processing of their personal data under certain 
circumstances, including where a controller relies on 
the “public interest” or “legitimate interest” as a legal 
basis for the data processing or where processing 
is for direct marketing purposes, including profiling. 
Finally, individuals will have the right not to be subject 
to a decision based solely on “automated processing,” 
including profiling, that produces legal consequences 
for them or otherwise significantly affects them. Such 
right does not apply if the decision is necessary for a 
contract between the data subject and the controller, 
or is authorized by the law of a Member State, or 
when based on the data subjects’ explicit consent.  

Data Breach Notifications. Compared to the Directive, 
the GDPR will impose stricter obligations on data 
controllers and processers with respect to data 
breach notifications. Under the GDPR, a “personal 
data breach” is “a breach of security leading to the 
accidental or unlawful destruction, loss, alteration, 
unauthorized disclosure of, or access to, personal 
data transmitted, stored, or otherwise processed.” 
Notably, unlike data breach laws in the United States, 
this definition is not tied to the exposure of information 
that can lead to fraud or identity theft. In the event of a 
personal data breach, data controllers will be required 
to notify the appropriate supervisory authority “without 
undue delay and, where feasible, not later than 72 
hours after having become aware of it,” unless there 
is a “reasoned justification” for the delay. If the data 

continued on page 5
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controller determines that the breach is likely to “result 
in a high risk to the rights and freedoms of individuals,” 
it also will be required to notify the affected data 
subjects. Data processors that experience a personal 
data breach will be required to notify only the 
controller. The GDPR includes content requirements 
for notifications and sets forth limited exceptions to the 
notification rules.

Obligations of Data Controllers/Processors

In addition to the broad new rights and protections 
afforded to data subjects, the GDPR imposes several 
specific obligations on data controllers and processors 
that are either carried over from the existing Directive 
or are new or expanded. Each of these obligations 
generally is concerned with ensuring that data 
controllers and processors are made accountable 
for the collection and processing of personal data for 
which they are responsible.

Notice. Data controllers will be required to take 
appropriate measures to provide information regarding 
the processing of personal data to individuals in a 
concise, transparent, intelligible, and easily accessible 
form.

Privacy by Design and by Default. Under the GDPR, 
data controllers will be required to implement the 
concepts of Privacy by Design and Privacy by Default. 
These obligations mean that, at all stages throughout 
the conceptualization, design, and execution of data 
processing, the controller must implement measures 
to ensure that the requirements of the GDPR are met. 
Additionally, controllers must implement mechanisms 
to ensure that by default only necessary data is 
collected and processed. 

Impact Assessments. When processing operations 
present specific risks to the rights and freedoms of 
data subjects, the controller will be required to carry 
out an assessment of the impact of the processing 
on the protection of personal data. Assessments will 
be required for automated data processing activities, 
including profiling leading to decisions that produce 
legal consequences for data subjects, large-scale 
processing of certain kinds of data, and systematic 
monitoring of a publicly accessible area on a large 
scale.

Data Processors. Data processors will be required 
to have a contract in place with the data controller to 
process personal data. Under the GDPR, processors 
also will be directly liable for the security of personal 
data.

Accountability

The GDPR emphasizes the accountability of data 
controllers and processors. To this end, under 
the GDPR, data controllers and processors will 
be required to designate a data protection officer 
to oversee compliance with the regulation. Data 
protection officers must be appointed where the core 
activities of the controller or the processor involve 
“regular and systematic monitoring of data subjects on 
a large scale” or where the entity conducts large-scale 
processing of “special categories of personal data.” 
Notably, a company with multiple subsidiaries may 
appoint a single data protection officer so long as he 
or she is “easily accessible from each establishment.” 
The GDPR also will allow the data protection officer 
functions to be performed by either an employee of 
the controller or processor or by a third-party service 
provider.

Harmonization

One of the primary aims underpinning the GDPR 
is developing and implementing a uniform and 
harmonized application of data protection and privacy 
rules across all 28 EU Member States. As explained 
above, this will be accomplished in part simply by 
virtue of the fact that the GDPR is a regulation and 
not a directive, resulting in the adoption of a core 
set of rules across all 28 EU Member States. For 
example, under the GDPR, a “legitimate interest” will 
become a legal ground for lawful processing across 
the EU. National registrations and prior authorization 
registrations also will be abolished. 

Yet, there are still substantial risks of a regulatory 
patchwork, as Member States will preserve substantial 
discretion to regulate “circumstances of specific 
processing situations, including determining more 
precisely the conditions under which processing of 
personal data is lawful.” Such powers potentially could 
defeat the harmonization goals of the GDPR.

In addition to uniform rules across the EU, the GDPR 
introduces other important changes in furtherance 
of uniformity. Under the Directive, businesses are 
supervised by a different authority in each EU Member 
State in which they are established. In order to 
standardize enforcement, both data controllers and 
processors will be monitored under the GDPR by 
a “lead data protection regulator” in the EU country 
where they have their “main establishment.” This 
welcomed change commonly is known as a “one-
stop-shop.” The lead authority may confer with other 

EU Finalizes General Data Protection Regulation:  Implications for U.S. Businesses   
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authorities—meaning consumers may still complain 
to their local data protection regulator. Accordingly, 
it is unclear whether the GDPR actually will insulate 
companies from the costs and headaches of 
satisfying multiple Member State data protection 
authorities.

Transfers to Third Countries
The cross-border data transfer rules under the GDPR 
largely mirror those under the existing Directive. As an 
important addition, the Regulation calls for “uniform 
recognition” of Binding Corporate Rules (BCRs), 
which were previously handled differently among 
Member States. This means that there will be three 
bases upon which cross-border data transfers will 
be lawful: (1) where there has been a decision of the 
European Commission that the data protection rules 
of the non-EU transferee country are “adequate;” (2) 
where the transfer is subject to the use of appropriate 
safeguards by the company (which can include BCRs 
or model clauses); or (3) where there is an application 
of a “derogation.” 

Previous adequacy decisions and model clauses 
issued under the Directive will remain in force. In 
addition, no specific authorization from data protection 
authorities (DPAs) will be required with respect to 
EU model clauses. Finally, transfers of personal data 
also will be allowed based on legitimate interest if the 
transfer is not repetitive and concerns only a limited 
number of individuals. As we previously reported, the 
U.S. and the EU currently are negotiating a second 
version of the Safe Harbor, which may provide 
another avenue for data transfers to the United 
States.  

Penalties and Remedies
The GDPR will be backed up by a punitive penalty 
structure that is intended to ensure that data 
controllers and processors take the protections 
afforded to data subjects seriously. Under the existing 
Directive, the amount of administrative penalties is left 
to the discretion of Member States, and historically, 
has been small and rarely applied. Under the GDPR, 
administrative penalties, at least on paper, will be 
mandatory and uniform, and they could be imposed 
for any intentional or negligent violation of the 
GDPR’s provisions. Depending on the provision of 
the Regulation that is violated, companies could face 
fines of up to € 20 million or 4% of annual worldwide 
turnover.

The GDPR also grants data subjects the right to 
seek judicial remedies against EU data protection 
authorities, data controllers, and data processors. 
DPAs, in turn, will be given wide-ranging powers to 

enforce the GDPR, including the power to impose a 
ban on data processing. Finally, the GDPR grants the 
European Data Protection Board (EDPB) the authority 
to issue opinions, adopt binding decisions on the 
application of the Regulation, and issue guidelines, 
recommendations, and best practices.

IMPLICATIONS FOR U.S. BUSINESSES
There are many areas of concern for U.S. companies 
whose operations are subject in part to the EU data 
protection regime. For example, questions remain 
about the feasibility of the GDPR’s emphasis on clear, 
explicit consent in a regulatory environment where 
a broad range of data can be considered personal 
data, including potentially cookies, IP addresses, and 
the like. Parental consent requirements for children 
under the age of 16 also may make it substantially 
more difficult for companies to offer online services 
to children. Indeed, under the new rules, teenagers 
under the age of 16 could be banned from social 
media platforms such as Facebook, Snapchat, 
Instagram, and others if they do not obtain parental 
permission. There also are legitimate causes for 
concern regarding the expansive jurisdictional claims 
asserted in the GDPR and the punitive penalty 
structure. Finally, while the limited streamlining of the 
international data transfer rules may benefit some 
companies, even under the GDPR the process for 
transferring personal data out of the EU remains 
onerous.  

Although the final text of the GDPR is settled, 
opportunities remain for U.S. businesses to influence 
its implementation. Many of the GDPR’s articles still 
require further action by the European Commission 
to adopt “delegated acts” or “implementing acts” 
to clarify, supplement, or implement provisions of 
the new regulation. U.S. businesses may influence 
implementation of the GDPR, and seek pro-business 
outcomes on issues such as the age of parental 
consent or penalties, among many others, through 
engagement with U.S. authorities and industry 
groups. Timing is key, however, as the window of 
opportunity may close once implementing provisions 
are adopted.

For more information, please contact:

Amy E. Worlton
   202.719.7458
   aworlton@wileyrein.com 

Umair Javed
   202.719.7475
   ujaved@wileyrein.com
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Native advertising is flourishing across television, 
news properties, social media, content portals, 
video-sharing sites, and streaming services, and the 
Federal Trade Commission (FTC) is taking notice. 
By creating ads that are in the same format as the 
content audiences have sought out to consume—
whether as native ads, sponsored content, or 
branded content—marketers hope to provide a 
much less disruptive advertising experience. The 
FTC is concerned that consumers not be deceived 
in the process and has published guidance on how 
advertisers can be transparent with consumers, or 
risk enforcement action.

Interest in native advertising is growing because of 
its demonstrated results in attracting and engaging 
consumers. In addition to providing a more seamless 
experience, this type of advertising has proven 
effective, drawing higher click rates than traditional 
forms of advertising, particularly on mobile devices. 
Largely for this reason, spending on native ads is 
expected to grow to $21 billion in 2018, rising from 
$4.7 billion in 2013. Native ads were even a topic 
of discussion at the 2016 Consumer Electronics 
Show, where one broadcaster showcased its plan 
to replace traditional commercial breaks with two-to-
three minute-long native ads for a single advertiser.

As content producers and marketers intensify their 
focus on native ad content as a business model, 
however, they should exercise caution to avoid 
running afoul of consumer protection rules put in 
place to protect the public from unfair advertising 
practices. Indeed, the qualities that make native 
advertising appealing also raise questions about 
whether such evolving formats deceive consumers 
by blurring the distinction between advertising and 
content. According to Jessica L. Rich, Director of 
the FTC’s Bureau of Consumer Protection, “People 
browsing the web, using social media, or watching 
videos have a right to know if they’re seeing editorial 
content or an ad.”

To this end, on December 22, 2015, the FTC 
released two guidance documents to help marketers 
(and anyone else involved in the creation or 
presentation of an ad) to stay on the right side of 
its rules: (1) an Enforcement Policy Statement on 
Deceptively Formatted Advertisements (Policy 
Statement); and (2) Native Advertising: A Guide 
for Businesses (Business Guide). These new 
documents provide important insight into how the 

FTC will enforce its rules with respect to native ads 
going forward. Both are discussed in detail below.

Enforcement Policy Statement on Deceptively 
Formatted Advertisements
The Policy Statement summarizes the principles 
underlying the FTC’s enforcement actions, advisory 
opinions, and other guidance as they relate to 
various forms of deceptively formatted advertising. 
According the Policy Statement, deception occurs 
when “an advertisement misleads reasonable 
consumers as to its true nature or source, including 
that a party other than the sponsoring advertiser 
is the source of an advertising or promotional 
message, and such misleading representation is 
material.” In determining whether an advertisement, 
including its format, misleads consumers, the FTC 
considers the overall “net impression” it conveys. 
The FTC will examine factors such as the overall 
appearance of the ad, the similarity of its written, 
spoken, or visual style to non-advertising content, 
and the degree to which the ad is distinguishable 
from such other content. The Policy Statement 
further explains that any qualifying information 
necessary to prevent deception must be disclosed 
prominently and unambiguously to overcome any 
misleading impression created. Such disclosures 
should be made at the outset—“disclosures that 
subsequently inform consumers of a natively 
formatted ad’s commercial nature after they have 
clicked on and arrived at another page will not cure 
any misleading impression created when the ad is 
presented in the stream of a publisher site.”

That said, not all ads formatted like non-advertising 
content are likely to mislead consumers acting 
reasonably. The Policy Statement recognizes that 
some ads, by the very nature of their message, may 
be inherently obvious as advertising to consumers. 
“For instance, if a natively formatted ad with an 
image of a particular sports car and the headline 
‘Come and Drive [X] today’ were inserted into the 
news stream of a publisher site, that ad likely would 
be identifiable as an ad to consumers, even though 
it was presented in the same visual manner as news 
stories in the stream.”

Native Advertising: A Guide for Businesses
The Business Guide applies the principles found 
in the Policy Statement specifically to native 

FTC Provides Guidance on ‘Native Advertising’;  
Tips Its Hand at Enforcement
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advertising. First, the Business Guide offers 
examples of when businesses should disclose 
that content is native advertising. Second, the 
Business Guide offers advice on how to make clear 
and prominent disclosures to avoid misleading 
consumers.

In assessing when businesses should disclose 
that content is native advertising, marketers should 
consider the following:

 ■ Advertisers cannot use “deceptive door 
openers” to induce consumers to view 
advertising content. Advertisers are responsible 
for ensuring that native ads are identifiable 
as advertising before consumers arrive at the 
main advertising page.

 ■ The more a native ad is similar in format and 
topic to content on the publisher’s site, the 
more likely that a disclosure will be necessary 
to prevent deception. Disclosures may be 
needed both on the publisher site and the 
click- or tap-into page on which the complete 
ad appears.

 ■ The same principles of transparency and 
disclosure apply to alternative ways for 
advertisers to disseminate content to 
consumers, including news feeds and content 
recommendation widgets.

 ■ A disclosure may be necessary where native 
ads are integrated into content, including 
entertainment programming and video games.

 ■ In evaluating whether consumers are likely 
to understand that a native ad is advertising, 
advertisers should consider the particular 
circumstances in which native ads are 
presented to consumers. These circumstances 
include consumers’ ordinary expectations 
based on their prior experience with the media 
in which the ads appear, as well as how they 
consume content in that media.

 ■ Advertisers should take steps to ensure that 
any non-paid search listings for a native ad 
do not suggest or imply to consumers that it is 
something other than an ad.

 ■ With respect to making disclosures, the 
FTC’s guidance for native ads tracks 
previous guidance for businesses found in 
.com Disclosures: How to Make Effective 

Disclosures in Digital Advertising. As such, 
the Business Guide covers proximity and 
placement, prominence, and clarity of meaning 
for disclosures and offers the following specific 
advice:

 ■ Disclosures should appear on the main page of 
the publisher site where consumers will notice 
them and easily identify the content to which 
the disclosure applies.

 ■ Disclosures should be placed in front or above 
the headline of the native ad.

 ■ If a native ad’s focal point is an image or 
graphic, a disclosure might need to appear 
directly on the focal point itself.

 ■ A single disclosure that relates to more than 
one native ad should be accompanied by visual 
cues that make it clear the disclosure applies to 
each ad in the grouping.

 ■ Disclosures should remain when native ads are 
republished by others.

 ■ Once consumers arrive on the click- or tap-into 
page where the complete native ad appears, 
disclosures should be placed as close as 
possible to where they will look first.

 ■ In multimedia ads, a disclosure should be 
delivered to consumers before they receive the 
advertising message to which it relates.

 ■ Advertising disclosures should stand out so 
consumers can easily read or hear them.

 ■ Disclosures must be understandable. 
Advertisers should avoid using technical 
or industry jargon, different terminology to 
mean the same thing in different places on a 
publisher site, the same terminology to mean 
different things on a publisher site, terms 
that customarily have different meanings 
to consumers in other situations, unfamiliar 
icons or abbreviations, or company logs or 
brand names unaccompanied by a clear text 
disclosure. According to the FTC, terms likely 
to be understood include “Ad,” “Advertisement,” 
“Paid Advertisement,” “Sponsored Advertising 
Content,” or some variation thereof.

continued on page 9

FTC Provides Guidance on ‘Native Advertising’; Tips Its Hand at Enforcement   
continued from page 7



Page  9 Privacy In Focus® 

Conclusion
The key message for those who want to use 
native ads is to be transparent. The FTC’s Policy 
Statement makes clear that a native ad may be 
deceptive and in violation of FTC rules if it materially 
misleads consumers about the ad’s commercial 
nature, including through any implied or express 
representation that it comes from a party other 
than the sponsoring advertiser. To avoid potential 
FTC enforcement activity, advertisers—and others 
involved in creating or presenting an ad—should 
carefully review the Policy Statement and the 
Business Guide. In creating ads, advertisers and 
others should consider the “net impression” of 

the ad as well as the types of disclosures that 
may be necessary to ensure that consumers can 
differentiate advertising from other content.

For more information, please contact:
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Kirk Nahra Podcast on the 2016 Health 
Data Privacy Regulatory Outlook
Our practice chair recently was interviewed by Marianne Kolbasuk 
McGee, Executive Director of the Information Security Media 
Group, concerning potential challenges facing the health care 
industry this year.

They discuss the privacy implications of the recent Common Rule 
NPRM, the 21st Century Cures legislation, new cybersecurity 
developments for the health care industry, the Precision Medicine 
Initiative, and various “big data” issues.

The podcast can be accessed here. 

Kirk can be reached at 202.719.7335 or knahra@wileyrein.com
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To update your contact information or to cancel your subscription to this newsletter, visit: http://www.wileyrein.com/newsroom-signup.html

6This is a publication of Wiley Rein LLP, intended to provide general news about recent legal developments and should not be construed as providing legal 
advice or legal opinions. You should consult an attorney for any specific legal questions.

6Some of the content in this publication may be considered attorney advertising under applicable state laws. Prior results do not guarantee a  
similar outcome.
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