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Big Data, Privacy, Research, and De-Identification
We are living in a new and challenging era of “big data,” where an increasing volume of information is being 
gathered about a growing range of activities and in numerous settings where data has never been captured 
before. Much of this data can be “personal,” or at least can be linked to other data about a person, and that’s 
what creates the privacy challenge and information opportunity.

We will see in 2016 a continuing and evolving debate about the principles related to this Big Data. We likely 
will see a revised European Data Protection Directive, which will address “anonymous” data and develop 
legal requirements for data that is not obviously about a person, but which the European Union regulators 
believe may be linked to individuals in potentially troubling ways (from their perspective).

In the United States, where there is no “general” data privacy law, the challenge for companies (and 
regulators and policymakers) is how to build best practices for the use and disclosure of “big data” 
information, while maintaining consistency with applicable laws, an appropriate public position concerning 
data practices, and an eye toward the increasing likelihood of some new 
kind of law or regulation addressing some or all of the big data issues. There 
is a real need for companies to think about their strategy and business 
opportunities in this area, with a corresponding need to understand both the 
current regulatory environment and the likely changes in the near future.

At the same time, while these issues present ongoing and creative 
challenges, we also are seeing specific developments in specific areas that 
may impact this issue on a broader scale going forward. Two areas that will 
move forward in 2016 are of particular interest—the 21st Century Cures 
legislation that has passed the U.S. House of Representatives and is slowly 
moving forward in the Senate, and the proposed (and substantial) revisions 
to the Common Rule governing much of the “research” that is conducted in 
the United States. Both of these proposals present substantial challenges 
and can encourage or impede innovation and opportunity depending on 
how they are resolved. The core challenge—for these specific issues 
and for the big data debate generally—is to develop appropriate privacy 
protections while still permitting and encouraging appropriate and beneficial 
opportunities from this data. 
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Introduction
We’re focused this month on two developments that will help shape the landscape of privacy and 
data security in 2016. First, Greg Garcia of McBee Strategic looks at the emerging market for cyber-
insurance. As large scale breaches continue across many industries, the question of insurance coverage 
is an important one for many companies. I then look at the emerging landscape and evolving rules for 
three related and overlapping privacy topics—big data, research, and de-identification. An increasing 
number of our clients and others are examining how to manage the new data they have, and are 
exploring de-identification technologies and other possibilities to benefit from this data without creating 
undue privacy risks. Watch this issue throughout 2016.

As always, please let us know if you have questions or comments on any of these issues, or if there are 
areas where we can be helpful to your company on privacy, data security, and cybersecurity issues. I 
can be reached at knahra@wileyrein.com or 202.719.7335.  ▪

-Kirk Nahra, Privacy Practice Chair
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Slow Burn
The cybersecurity insurance market is growing but 
still estimated at only $2.5 billion per year. Some 
view the cyber insurance marketplace up to now as 
somewhat of a failure to launch.

Slow growth is attributed to a few factors:

 • Insurance companies do not yet have the 
benefit of a more uniform industry application 
of standards of practice to assess and measure 
cyber risk; 

 • There is insufficient cyber incident data that 
would assist insurance companies with accurate 
understanding and measurement of cyber risk 
for policy underwriting purposes. While there 
are data breach reporting requirements in most 
states, those reporting requirements don’t 
provide enough actuarial support, and data 
breach against customer facing services is only 
one of many types of destructive/disruptive/
costly cyber incidents;

 • Lack of clarity or uniformity of expectation 
between insurers and insureds in the cyber 
security insurance market may lead to litigation 
between insurers and their customers when 
underlying claims are filed.

Compounding complexity in the emerging cyber 
insurance market is the growth of disruptive internet 
and communications technologies that will introduce 
new liabilities implicating privacy, security, safety, and 
interoperability. Innovations in mobile and industrial 
Internet, the Internet of Things, self-driving vehicles, 
and cloud services, among others. These will 
challenge insurance companies to build a profitable 
risk management model for cyber insurance.

To Fire on All Cylinders
Growth of the cyber insurance market is at a positive 
inflection point, and acceleration of that growth could 
get an assist with three key developments:

1. More uniformity and transparency about 
cybersecurity risk measures, including 
those used to develop cyber insurance 
policy offerings. Insurers appropriately use 
their own competitive secret sauce to convert 
actuarial data to pricing structures for insurance 
policies. But the market is likely to scale faster 
if industries develop agreed upon standards 
of practice that are generally accepted 
references for assessing cyber preparedness 
and determining what needs to be done to 
reduce risk. This can include, for example, the 

National Institute of Standards and Technology 
Cybersecurity Framework, or, for already-
regulated industries like financial services, 
regulator guidance found in the Federal 
Financial Institutions Examination Council.

2. Agreement on a common nomenclature 
for categories of risk as a way to score 
and value that risk for insurance pricing 
purposes. Establishing a common breach 
nomenclature for insurers and insurance 
consumers gives the customer and provider an 
apples-to-apples ability to negotiate premiums 
based on mutually understood expectations 
and commitments. One such common metric or 
methodology in use, though not universally, is 
FAIR (Factor Analysis of Information Risk), an 
international standard for valuing and scoring 
risk, performed by third-party vendors.

3. A market/incentive-based cyber incident 
reporting infrastructure. The U.S. Department 
of Homeland Security (DHS) has conducted 
several workshops over the past three years 
to explore what is needed for insurance 
companies to design better cyber insurance 
policies, and how insurance-consuming 
companies can better benchmark their 
preparedness and risk against industry trends. 
The result is a proposal for a privately-managed 
“data repository” to promote cyber-incident 
information sharing and analysis. Such a data 
repository would serve as a clearing house that 
facilitates cyber risk awareness and analysis; 
identification of key risks and effective controls; 
informed benchmarking, and enhanced 
modeling and forecasting. The dilemma 
for government and industry is how best to 
incentivize insurers and insureds to report 
cyber incidents—using agreed nomenclature 
such as discussed in #2—in order to improve 
transparency in the cyber insurance market 
and, ultimately, to inform the development of 
a higher level of cybersecurity preparedness 
across the commercial ecosystem with minimal 
intrusion by the government

Some of these market drivers may well occur 
organically, but government can play a constructive 
role, as DHS has done in convening industry 
stakeholders in a series of workshops, and by 
acting strategically toward a coherent cybersecurity 
policy that forges regulatory uniformity for cyber risk 
management. As with any emerging market that 
can occasionally stutter in its acceleration, cyber 
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Big Data, Privacy, Research, and De-Identification continued from page 1

21st Century Cures
The 21st Century Cures legislation is designed to 
improve “innovation” in the health care industry in 
the United States. The massive bill covers a broad 
range of changes to the drug development regulatory 
structure and the oversight activities of the Food 
and Drug Administration, along with a variety of 
important modifications to the health care regulatory 
structure designed in general to stimulate health care 
innovation. A small piece of the legislation addresses 
privacy issues under the Health Insurance Portability 
and Accountability Act (HIPAA) privacy regulations. 
These privacy revisions likely are not necessary for 
many of the bill’s larger provisions to succeed, and, 
as currently written, create potentially significant 
privacy issues without providing substantial additional 
benefits. 

While some of the bill’s HIPAA-related provisions are 
useful without creating significant privacy concerns 
(expanding certain authorization provisions and 
permitting off-site access to data to develop research 
proposals in certain situations), there are two 
provisions that have not received significant attention 
and that can lead to material privacy risks. 

First, the legislation looks at revising how data can 
be disclosed in general for research purposes under 
the “health care operations” provisions of the HIPAA 
Privacy Rule. The current HIPAA rules appear to 
distinguish between permitted data analysis for 
internal purposes, and disclosure of research results 
from this data analysis. By restricting use and 
disclosure of protected health information (PHI) when 
a covered entity is “[c]onducting quality assessment 
and improvement activities, including outcomes 
evaluation and development of clinical guidelines” if 
the “primary purpose” of the activity is “generalizable 
knowledge,” the current rules—without any real 
explanation—seem to impede communication of 
research results. In practice, covered entities have 
been conservative in their view of this language, even 
though the rule may give more flexibility than current 
activities seem to indicate (for example, if internal 
data analysis leads to results that may be worth 
publishing, this publication likely was not the “primary 
purpose” of the initial data analysis).

While removal of this “generalizable knowledge” 
limitation makes sense, the proposal goes too far. 
The legislative “solution” to this problem to date has 
been to revise or clarify the Rule to allow the use and 
disclosure of PHI by a covered entity for research 
purposes, including studies whose purpose is to 
obtain generalizable knowledge, to be treated as the 
use and disclosure of such information for “health 

care operations.” This would turn all “research,” 
which today is governed by particular privacy rules 
for research studies, into “health care operations” 
where use and disclosure is largely unrestricted. 
This “opens up” data for a broad variety of research 
projects without the current controls that are in 
place for these projects. This may “solve” some of 
the “problem” (although it may not get more data 
to true “researchers”), but also opens up a wide 
variety of additional concerns. Privacy advocates 
and responsible data users need to be paying more 
attention to this issue. 

Second, the House bill also raises issues related 
to how certain kinds of entities involved in research 
essentially can pay for access to health care data. 
While the legislative language is very hard to 
follow, the language appears to permit disclosure 
of any PHI to pharmaceutical companies, for their 
research, without any particular controls, and 
would at the same time permit these companies 
to pay unlimited amounts for these data. If this is 
the intent of this legislation, it goes way too far (by 
permitting unrestrained disclosures to pharmaceutical 
companies without any new controls), and raises 
enormous red flags by permitting unlimited payments 
for these data (at least under the HIPAA rules—other 
health care laws also may come into play). If the 
proposal were streamlined in important ways—such 
as by limiting the scope only to limited data sets, with 
accompanying data use agreements—the proposal 
might be worth additional consideration. Today, 
however, the language creates privacy risks, and 
there has been little attention paid to these provisions 
in the course of the debate about the broader range 
of topics being addressed. 

The Common Rule Proposals
The proposed revisions to the “Common Rule” 
governing human subjects research also focus on 
this innovation idea, with the goal of streamlining 
the regulatory process related to human subjects 
research, to simplify the process without increasing 
reasonable harms for patients and other individuals. 
The proposed rule, developed by the U.S. 
Department of Health and Human Services and 
15 other federal departments and agencies, has 
been several years in the making, and likely will be 
reviewed throughout 2016 (with formal comments due 
in early January 2016). 

Unlike the 21st Century Cures legislation, where the 
privacy issues take a back seat in the public debate 
to other topics, privacy is front and center in the 
Common Rule proposal. The proposal is focused on 

continued on page 4
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Big Data, Privacy, Research, and De-Identification continued from page 3

research requirements and reducing administrative 
burdens where these steps can be streamlined 
without adversely impacting individual privacy. 
In general, it is important to simplify the overall 
provisions of the Common Rule so that research can 
proceed more efficiently with appropriate restrictions 
and protections for individuals in those circumstances 
where those protections make sense. While there 
likely will be ongoing tweaks, the proposal has in 
general developed an appropriate balance between 
the clear goals of these regulations. 

For example, the draft creates categories of research 
where it is either clear that the Common Rule 
provisions do not apply, or where a more streamlined 
approach can be implemented consistent with the 
goal of protecting individuals. The goal is to make 
clear to research entities where they do not need to 
follow these rules, or where the rules do not impose 
significant additional requirements. The agencies 
have done a reasonable and appropriate job of 
developing these categories that will provide useful 
guidance to research entities going forward.

In general, this proposal represents a significant 
step forward, and one that will permit significant new 
research opportunities—and streamline administrative 
requirements in other situations, with an appropriate 
balance of research benefits and patient privacy. 
Companies participating in research projects will want 
to pay close attention to this proposal as it moves 
forward, as it will create risks and opportunities for a 
wide range of companies, in the health care industry 
and otherwise. 

The De-Identification Debate
The third component of the ongoing debate in this 
area involves opportunities to “de-identify” data, so 
that the information is no longer reasonably linked 
to an individual. De-identification is a concept that 
generates significant discussion, both in its technical 
aspects and as a policy issue. Some countries—
Australia for example—seem to be taking the position 
that essentially, data can never be de-identified, and 
that regardless of the removal of personal identifiers, 
data that was originally “personal” should remain 
that way for purposes of regulation. The current EU 
proposals don’t go that far, although they lean toward 
this approach where there are ongoing linkages 
among data sets tied to a person, even if the person 
is not reasonably identifiable. 

In many other countries and settings, however, there 
is a broader perspective about de-identification, one 
that more appropriately balances the benefits of  
de-identification in connection with research and 

public health, along with various other commercial 
benefits, without any meaningful impact on individual 
privacy. This is the general approach in the Common 
Rule proposals—where there are no meaningful 
privacy risks, the need for broader regulatory review 
does not exist. 

The most detailed de-identification framework is 
spelled out in the HIPAA Privacy Rule, governing 
the regulation of protected health information in the 
United States. Under this Rule, if personal information 
is “de-identified” according to the regulatory process, 
the data is no longer identifiable and can be used 
and disclosed for any purpose. In order to de-identify, 
companies have the option of two approaches: a 
“safe harbor” model (not to be confused with the 
entirely distinct—and currently defunct—EU data 
transfer Safe Harbor) that requires the removal of 
specific identifiers, and an “expert determination” 
method where an expert of appropriate background 
and experience can review a data set and determine 
that there is a “low risk” of re-identification of any 
individual. The difficulty of this technological analysis 
has led to various entrepreneurial efforts to engage 
in sophisticated and competent de-identification, 
through companies like Privacy Analytics in Ottawa, 
Canada. We also have seen efforts by other 
innovative companies to address de-identification as 
both a “privacy protection” device and an effective 
information security control to protect information 
even when it is being held for appropriate purposes 
(see, for example, Anonos Inc., which has developed 
a patented “Dynamic De-Identification” technology 
to protect data and preclude privacy harms). Other 
companies (such as IMS Health) are thought leaders 
on appropriate and effective use of de-identification 
technologies and the public and private benefits of 
meaningful de-identification processes and additional 
safeguards. 

Companies involved in the “Big Data” process will 
want to pay close attention to both the regulatory 
developments and the related technological 
innovations, as appropriate de-identification remains 
an important element in the overall goal of benefiting 
from data without creating undue privacy risks. 
Because of the volume of data generated by many 
companies, and the public and private opportunities 
that can arise from appropriate use of this data, smart 
de-identification has become a critical component of 
most companies’ overall data strategy.

continued on page 5
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Big Data, Privacy, Research, and De-Identification continued from page 4

The Result
The ongoing discussion of big data is quite 
complicated, and likely will not be “resolved” 
anytime soon. A couple of key points are clear. The 
opportunities to gather data from unusual sources is 
clearly growing, and will continue to expand for the 
foreseeable future. This data will generate important 
and useful information to guide and improve an 
enormous number of activities, for both public and 
private benefits. And, most of this information will be 
useful and relevant without any need for the analysts 
to engage in any activity that identifies specific 
individuals or that creates meaningful privacy risks. 
So, at a minimum, data analysis using big data should 
be encouraged and supported, as long as there are 
reasonable privacy protections. These protections 
should include appropriate security protections 
(because de-identified data or other masked data is 
most “at risk” when there are security breaches that 
make this data publicly available). Opportunities to 
use and analyze data that has been de-identified 
should be encouraged, as long as reasonable de-
identification practices are followed (it is clear that 
virtually every study that has re-identified any kind 
of data has been based on flawed or cursory de-
identification efforts). The HIPAA standard—viewed 

as the gold standard of de-identification—should 
be encouraged as a model going forward, with the 
idea of appropriate controls and privacy protection 
steps, along with contractual and security controls, 
creating an environment where there is a “small risk” 
of re-identifying any individuals. Policymakers should 
examine a potential bar on re-identification (perhaps 
with isolated exceptions where an individual clearly 
would benefit from the re-identification—e.g., the 
data indicates a significant but undisclosed health 
problem in an individual). Otherwise, de-identification 
should be viewed as an appropriate step to get a 
“win-win” from big data—beneficial opportunities to 
improve activities, in health care and otherwise, from 
this broad array of personal data without meaningful 
privacy risk. ▪

For more information, please contact:

Kirk J. Nahra, Wiley Rein Privacy Chair
   202.719.7335
   knahra@wileyrein.com

Matthew Gardner Named ‘Cybersecurity & Data Privacy 
Trailblazer’ by The National Law Journal
Matthew J. Gardner, of counsel in Wiley Rein’s White 
Collar Defense & Government Investigations and 
Cybersecurity, Data & Network Security practices, 
has been recognized as one of the nation’s top 
“Cybersecurity & Data Privacy Trailblazers” for 2015 
by The National Law Journal (NLJ). Mr. Gardner 
is among a select group of 50 honorees on this 
inaugural list who have “helped make a difference in 
the fight against criminal cyber activity and towards 
adding much needed layers of data security in an 
increasingly digital world of commerce,” NLJ said in a 
special edition published December 14th.

Mr. Gardner’s practice focuses on defending criminal 
and civil government enforcement actions, managing 
internal investigations regarding data breaches, 
and providing advice and litigation assistance on 
cybersecurity issues. The article pointed to Mr. 
Gardner’s work before law school setting up firewalls 
for a tech startup, which gave him his first taste 
of the challenges system administrators face in 
protecting their websites from hackers. The piece 
went on to discuss his nine years of experience as a 

federal prosecutor, where he spent most of his time 
prosecuting computer crimes. “The forensics side of 
it appealed to me,” Mr. Gardner said. He also worked 
with forensics experts to research browsing histories, 
search terms, and email artifacts to determine a 
defendant’s state of mind and intent. “Sometimes they 
were sophisticated and used proxies to hide who they 
were. We had to overcome these obstacles to make 
a case.”

NLJ discussed Mr. Gardner’s belief that in the future, 
more disgruntled employees or competitors will turn 
to hacking either to “vent anger” or “gain competitive 
advantage.” Mr. Gardner emphasized that lawyers are 
going to need a “basic understanding of [computer] 
forensics” to make legal decisions such as whether to 
sue an employee, take action against a competitor, or 
call law enforcement.

To read the full profile, click here.

http://www.wileyrein.com/professionals-KirkNahra.html
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http://www.wileyrein.com/practices-WhiteCollarDefenseGovernmentInvestigations.html
http://www.wileyrein.com/practices-CybersecurityDataNetworkSecurity.html
http://www.wileyrein.com/assets/htmldocuments/NLJ%20Cyber_Security_Trailblazers_2015_Web.pdf
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insurance stakeholders and government can align 
thinking and unity of effort toward achievement of 
better cybersecurity for companies and consumers, 
and a more robust and profitable cyber insurance 
market. ▪

If you would like more information about any of the 
topics discussed above, please contact:  

Greg Garcia
   202.465.7755
   ggarcia@mcbeestrategic.com

Assurance in Cyber Insurance? continued from page 2
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Policy Roundtable:
Building Assurance in Cyber Insurance
Stakeholder Roles and Responsibilities 

Wiley Rein is collaborating with McBee Strategic to host a roundtable discussion on January 20, 2016, 
on the state of the cyber insurance industry and factors that influence growth of this complex market. The 
roundtable will be moderated by Greg Garcia, who leads McBee’s Cybersecurity Practice. For additional 
details, click here.

The event, beginning at 10 a.m., will be divided into two panel discussions and will end with a networking 
lunch. The roundtable will engage industry executives and senior policymakers to identify key business and 
policy drivers of the cyber insurance market and propose breakthroughs that could accelerate the growth of 
the industry. 

Greg will be joined at the event by senior state and federal government officials, as well as representatives 
from both the insurance and financial sectors. Panelists include:

Tom Finan, Senior Cybersecurity Strategist and Counsel, U.S. Department of Homeland Security; 

Matt McCabe, Senior Advisory Specialist for FINPRO/Errors & Omissions, Marsh USA’s Cyber Division; 

Kevin McKechnie, Executive Director, American Bankers Association; 

Michael Newman, Senior Policy Analyst, Federal Insurance Office, U.S. Department of the Treasury; 

Dan Standish, Chair, Insurance Practice, Wiley Rein LLP; 

John Soughan, Head of Proposition Management & Development, Zurich Financial Services; and 

Stephen Viña, Minority Chief Counsel for Homeland Security at the Senate Committee on Homeland 
Security and Governmental Affairs.

The event is complimentary, but space is limited.

For more information, contact Matt Huisman at mhuisman@wileyrein.com or 202.719.3103.

http://www.mcbeestrategic.com/portfolio/greg-garcia/
mailto:ggarcia@mcbeestrategic.com
http://www.mcbeestrategic.com/
https://comms.wileyrein.com/9/805/november-2015/policy-roundtable--building-assurance-in-cyber-insurance.asp?sid=894352a3-72f4-4ea4-840f-1b11c28b824d
http://www.mcbeestrategic.com/portfolio/greg-garcia/
https://comms.wileyrein.com/9/805/november-2015/policy-roundtable--building-assurance-in-cyber-insurance.asp?sid=894352a3-72f4-4ea4-840f-1b11c28b824d
mailto:mhuisman%40wileyrein.com?subject=Cyber%20Insurance%20Roundtable
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To update your contact information or to cancel your subscription to this newsletter, visit: http://www.wileyrein.com/newsroom-signup.html

6This is a publication of Wiley Rein LLP, intended to provide general news about recent legal developments and should not be construed as providing 
legal advice or legal opinions. You should consult an attorney for any specific legal questions.

6Some of the content in this publication may be considered attorney advertising under applicable state laws. Prior results do not guarantee a  
similar outcome.
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