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The CFAA as a Remedy for Employee 
Theft of Data
Sometimes the greatest threat to a company’s trade secrets is not 
sophisticated international hackers – it’s the company’s own employees. 
The potential for corporate espionage by disgruntled insiders and former 
employees exists anywhere there is competition, from businesses as 
diverse as welding1 to Major League Baseball.2 Over the last decade, 
the Computer Fraud and Abuse Act (CFAA) has become one of the most 
widely used litigation tools to fight the theft of trade secrets by insiders. 
However, the CFAA’s application to these situations has been highly 
debated. 

On July 8, 2015, Sens. Lindsey Graham (R-SC) and Sheldon Whitehouse 
(D-RI) introduced legislation that would amend the CFAA to make it easier 
for companies to recover damages from employees who steal trade 
secrets. The proposed legislation, known as the “International Cybercrime 
Prevention Act of 2015,” would resolve a circuit split and make it clear that 
the CFAA prohibits the unauthorized use of information by insiders. 
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Introduction
Privacy in Focus has been looking at privacy and data security developments for more than 15 years. We 
started with the national laws looking at health care and financial services, along with a small number of 
mainstream developments affecting how companies dealt with the personal data of their customers and 
employees. 

The world of privacy and data security has never been broader than it is today, affecting a wider range 
of companies, individuals, and issues than ever before. This month’s issue shows some of this breadth. 
Megan Brown and B’anca Glenn look at one of the more surprising recent incidents – dealing with privacy 
and data security issues for “connected cars” (certainly something not on the minds of early privacy 
and security regulators). Anna Gomez and Umair Javed address the ongoing NTIA process to develop 
appropriate rules and practices related to drones (affectionately known in the regulatory process as 
“Unmanned Aircraft Systems”). And Matt Gardner looks at employees as risks to privacy and security, and 
potential remedies for employers who lose data because of employee misdeeds. All of these issues – and a 
wide range of other issues we’ve been following – have ongoing legislative and regulatory implications, with 
likely action over the course of the next few months. 

Thank you for reading. Please follow us all year for developments on these issues and others areas of 
emerging law on privacy and data security. We see no slowing down whatsoever in the enormous range of 
developments on these topics.   

Please let me know if you have questions or comments on any of these issues, or have topics that you 
would like us to cover. I can be reached at 202.719.7335 or knahra@wileyrein.com.  ▪

Kirk Nahra, Privacy Practice Chair

mailto:knahra%40wileyrein.com?subject=Privacy%20in%20Focus%20-%20August%202015
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The Circuit Split
The CFAA was originally designed to prosecute 
traditional hackers who gain access to a computer 
“without authority.”3 The statute also applies to 
insiders, i.e., individuals who have access to a 
computer, but who “exceed[] authorized access.”4 
The U.S. Courts of Appeals have divided on the 
scope of the phrase “exceeds authorized access.”5 
Some courts have interpreted the phrase broadly and 
applied the CFAA to situations in which an insider 
has access to a computer but uses the data on that 
computer in an unauthorized way. 

Other courts have warned that this interpretation 
could lead to dangerous results. Notably, the Ninth 
Circuit in Nosal argued that reading the CFAA 
broadly would make it a federal crime to play Sudoku 
at work in violation of an employer’s policy limiting 
the use of work computers to business purposes 
or to lie about one’s age in violation of a dating 
website’s terms of service.6 Those courts have 
adopted a narrow reading of the CFAA, holding that it 
does not apply to the unauthorized use of information 
on a computer. Under this narrow interpretation, an 
employee who steals trade secrets and provides 
them to a competitor has not violated the CFAA so 
long as the employee was authorized to access the 
trade secrets. 

The Pending Legislation
The proposed International Cybercrime Prevention 
Act of 2015 aims to resolve this circuit split by 
adopting a middle ground. The proposed legislation 
rejects the narrow view articulated by the Ninth 
and Fourth Circuits. Instead, it makes it clear that 
the CFAA can apply to the unauthorized use of 
information, including insiders who provide trade 
secrets to a competitor. Specifically, the proposed 
legislation removes the phrase “exceeds authorized 
access” from 1030(a)(2),7 and instead states that the 
CFAA applies to any individual who:

“accesses a protected computer with 
authorization and thereby knowingly 
obtains information from such computer 
that the accessor is not entitled to obtain, or 
knowingly obtains any information from such 
computer for a purpose that the accessor 
knows is prohibited by the computer owner.”

On July 8, 2015, Deputy Assistant Attorney 
General David M. Bitkower testified before the 
Senate Judiciary Committee offering support for 
the proposed legislation. He expressly cited the 

narrow reading of the CFAA in Nosal and similar 
holdings as an impediment to protecting misuse 
of sensitive information by company insiders, 
stating “as a result of these decisions, insiders may 
be effectively immunized from punishment even 
where they intentionally exceed the bounds of their 
legitimate access to confidential information and 
cause significant harm to their employers and to the 
people — often everyday Americans — whose data 
is improperly accessed.”8  

Although rejecting the narrow interpretation, the 
proposed legislation takes two important steps to 
eliminate the potentially dangerous results that 
the Ninth Circuit warned about in Nosal. First, the 
proposed legislation requires that the “information” 
at issue be “valued at $10,000” or more. Second, 
the proposed legislation excludes any conduct that 
is solely in violation of the terms of service between 
an Internet service provider and a subscriber. These 
limitations are designed to remove the possibility 
that Section 1030(a)(2) can be applied to trivial work 
place diversions or social media puffery. 

If passed, the proposed Act will greatly strengthen 
the ability of employers to use the CFAA to address 
the theft of trade secrets by former employees. The 
facts of WEC Carolina Energy Solutions provide a 
good example of how the proposed legislation might 
affect trade secret litigation: a Project Manager at 
WEC, a wielding company, downloaded numerous 
sensitive documents from WEC’s servers, including 
pricing terms, pending projects, and summaries of 
WEC’s technical abilities.9 He then left WEC and 
began working for Arc, WEC’s main competitor. At 
Arc, he allegedly used the sensitive documents to 
steal a customer from WEC.10 

WEC brought a CFAA claim against the Project 
Manager alleging that even though he had 
authorization to access the sensitive documents 
when he was employed by WEC, he nevertheless 
violated the CFAA because he did not have the 
authority to provide the sensitive documents to a 
competitor. The district court dismissed the CFAA 
claim, and the Fourth Circuit affirmed, holding that, 
“‘exceeds authorized access’ refers to obtaining 
or altering information beyond the limits of the 
employee’s authorized access. It does not address 
the use of information after access.”11 In other words, 
the Project Manager could not be prosecuted as 
a hacker because WEC had given him access to 
the sensitive documents. It did not matter for CFAA 

continued on page 5

The CFAA as a Remedy for Employee Theft of Data continued from page 1
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Connected Cars Are on Policymakers’ Security and Privacy Radar
Regulators and legislators are concerned about 
connected cars amid increased media attention to 
reported security vulnerabilities. On July 24, 2015, 
automobile manufacturer Fiat Chrysler recalled 
1.4 million cars and trucks because the vehicles 
contain various security vulnerabilities related to their 
UConnect wireless Internet feature. According to 
news reports, researchers were able to gain access to 
the internal software of a 2014 Jeep Cherokee, take 
control of the vehicle, and maneuver physical parts of 
the vehicle, like the vehicle’s wheels. Indeed, another 
car company, Tesla, took swift action during early 
August to remedy a claimed security flaw in its cars’ 
software. We expect increasing scrutiny, and potential 
action, about privacy and security issues raised by 
connected car technology.

NHTSA and FTC Initiatives
Interest in the security of connected cars is not 
new. Last year, the National Highway Traffic Safety 
Administration (NHTSA) initiated an Advance 
Notice of Proposed Rulemaking and a Request for 
Information on connected cars and cybersecurity. 
Over 50 industry leaders on vehicle, wireless, Internet, 
and privacy commented in the two proceedings on 
the benefits of connected cars for overall highway 
safety. They also addressed concerns about the 
privacy and security of consumer data collected in 
support of connected car functionality. Questions 
were raised about the collection and transmission of 
personal and vehicle-generated data. For example, 
the National Motorists Association argued that any 
time data is transmitted wirelessly through connected 
devices, “the threat of appropriation and malicious 
use of that information exists.” The Alliance of 
Automobile Manufacturers agreed that the collection 
of “[s]ensitive information, such as geolocation, 
driver behavior, and biometric information” must be 
“carefully protected.”  But industry also urged caution 
in prescribing standards that can stifle innovation. 
NHTSA’s current privacy framework for connected 
cars is based on concepts found in the 2007 Vehicle 
Infrastructure Integration Consortium Privacy Policies 
Framework and the National Institute of Standards 
and Technology’s (NIST) Fair Information Practice 
Principles (FIPPs) framework.

NHTSA is not the only agency to consider connected 
cars. The Federal Trade Commission (FTC) is 
watching the intersection of security and privacy. 
In the FTC’s Internet of Things report published in 
January 2015, the Commission noted the benefits 
of connected devices in general but also focused on 
connected cars. The report explained that connected 
cars can alert drivers to hazardous road and driving 
conditions and provide vehicle diagnostics to ensure 

that the vehicle is functioning properly. These benefits 
will continue to be of interest to industry leaders as 
well. The report, however, also highlighted various 
potential security threats and concerns as connected 
cars, by their very function, “collect, transmit, store, 
and potentially share vast amounts of consumer data, 
some of it highly personal,” which, in return, also 
increases security concerns for companies in the 
industry. 

Congressional Actions
On Capitol Hill, lawmakers have demonstrated 
interest in the impact of connected cars on privacy 
and security. This past February, Sen. Ed Markey 
(D-MA) released a report titled Tracking & Hacking: 
Security & Privacy Gaps Put American Drivers at 
Risk. The report detailed areas of claimed vulnerability 
and discussed ways to protect driver data.  

Recent events have raised the profile of their 
concerns, leading to draft legislation and calls for 
further NHTSA activity. Amid the media attention 
to connected cars, Sen. Markey and Sen. Richard 
Blumenthal (D-CT) introduced the Security and 
Privacy in Your Car Act (SPY Car Act). That bill 
would give authority to the FTC and NHTSA to 
create “reasonable” security standards for car 
manufacturers, as well as impose substantive privacy 
standards and disclosure obligations, to be monitored 
and enforced by the FTC. The senators also have 
sought a federal regulatory investigation. On July 28, 
2015, Sens. Markey and Blumenthal wrote a letter 
to Dr. Mark Rosekind, administrator of the NHTSA, 
explaining that they “were deeply troubled to learn 
that these software defects can be exploited by 
malicious hackers to potentially wreak havoc on our 
roads.” The senators requested that NHTSA “conduct 
an investigation to determine whether there are other 
vehicles currently on American roads that suffer from 
similar or entirely new security and safety defects,” to 
prevent similar, widespread events like the reported 
threat to Fiat Chrysler and Tesla vehicles. 

Interest is growing in the privacy and security of 
connected car technology. We expect activity this year 
in Congress and increased attention by NHTSA and 
the FTC.  ▪

For more information please contact:

Megan L. Brown
   202.719.7579
   mbrown@wileyrein.com

C. B’anca Glenn
   202.719.3753
   cglenn@wileyrein.com

http://www.nhtsa.gov/staticfiles/rulemaking/pdf/V2V/V2V-ANPRM_081514.pdf
http://www.nhtsa.gov/staticfiles/rulemaking/pdf/V2V/V2V-ANPRM_081514.pdf
http://www.gpo.gov/fdsys/pkg/FR-2014-10-15/pdf/2014-24482.pdf
http://www.gpo.gov/fdsys/pkg/FR-2014-10-15/pdf/2014-24482.pdf
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf
http://www.markey.senate.gov/imo/media/doc/2015-02-06_MarkeyReport-Tracking_Hacking_CarSecurity 2.pdf
http://www.markey.senate.gov/imo/media/doc/2015-02-06_MarkeyReport-Tracking_Hacking_CarSecurity 2.pdf
http://www.markey.senate.gov/imo/media/doc/2015-02-06_MarkeyReport-Tracking_Hacking_CarSecurity 2.pdf
http://www.markey.senate.gov/imo/media/doc/SPY Car legislation.pdf
http://www.markey.senate.gov/imo/media/doc/SPY Car legislation.pdf
http://www.blumenthal.senate.gov/imo/media/doc/Letter to NHTSA on car hacking.pdf
mailto:mbrown@wileyrein.com
mailto:cglenn@wileyrein.com
http://www.wileyrein.com/professionals-MeganBrown.html
http://www.wileyrein.com/professionals-BancaGlenn.html
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NTIA Held its First Multistakeholder Meeting to Craft 
Unmanned Aircraft Systems Privacy, Transparency, and 
Accountability Best Practices 

On August 3, the National Telecommunications 
and Information Administration (NTIA) held its first 
meeting of a multistakeholder process to develop 
privacy, transparency, and accountability best 
practices for unmanned aircraft systems (UAS) 
operations by commercial and private users. NTIA 
initiated the process in response to President 
Obama’s direction that NTIA convene private sector 
stakeholders to develop best practices that would 
“mitigate consumer concerns while promoting 
growth and innovation in” the UAS sector.1 Although 
companies will be free to choose whether they 
comply with any of the resulting best practices, 
multistakeholder outcomes could carry important 
consequences for the development and use of 
UAS technology in a wide range of industries going 
forward. 

The first meeting brought together a wide range of 
stakeholders, including industry, civil society, and 
academia. The meeting was open to the public 
and was also webcast for all interested parties. 
Additional meetings are scheduled for September 
24, 2015, October 21, 2015, and November 20, 
2015, with a goal of “freezing” the work of the group 
after the November meeting in order to facilitate 
external review. Stakeholders likely will then 
reconvene in December 2015 or January 2016 to 
take account of external feedback and complete 
their work. As such, there still are opportunities for 
interested parties to become involved in the work of 
the multistakeholder group.

A Brief History of NTIA Multistakeholder 
Processes
The launch of the UAS meetings marks NTIA’s third 
attempt to develop voluntary privacy standards 
for an emerging technology through a series of 
multistakeholder discussions. Multistakeholder 
processes aim to incorporate the views of all 
relevant stakeholders, from government, the 
private sector, civil society, and others, with the 
goal of generating a consensus on industry best 
practices or voluntary and legally enforceable codes 
of conduct. The processes are meant to ensure 
that the views of all stakeholders are heard and 
integrated at all stages of the decision-making 
process through dialogue and consensus-building. 

Similar discussions on mobile app privacy and 
facial recognition privacy, however, have produced 

mixed results. To illustrate, beginning in June 
2012, NTIA convened a series of multistakeholder 
meetings to develop a code of conduct for mobile 
app transparency. NTIA launched this process 
in response to the White House’s call for a 
Consumer Privacy Bill of Rights in early 2012. 
The process, which involved consumer groups, 
privacy advocates, and a wide range of businesses, 
concluded in July 2013, when stakeholders 
agreed to begin reviewing, testing, and possibly 
implementing a voluntary code of conduct for 
mobile application short notices developed through 
the multistakeholder process.

Despite the apparent success of the NTIA’s first 
multistakeholder process to develop privacy 
standards, more recently, in June 2015, a number 
of privacy advocates pulled out of a NTIA-
convened multistakeholder process intended to 
develop a voluntary code of conduct for the use 
of facial recognition technology. Discussions 
appeared to stall when privacy groups and industry 
representatives could not reach agreement on the 
basic question of consumer consent to use facial 
recognition technology and the right to opt out. 
After industry representatives proposed tabling the 
issue in favor of other areas of potential agreement, 
privacy advocates pulled out of the process entirely. 
Regardless, NTIA is pressing forward with its 
multistakeholder effort regarding facial recognition 
technology, and it remains to be seen if these 
privacy advocates will rejoin the discussions.     

The First Meeting on UAS Privacy, 
Transparency, and Accountability Best Practices
NTIA’s multistakeholder process to develop privacy, 
transparency, and accountability best practices for 
UAS operations by commercial and private users 
seems to have started off on the right foot. In the 
first meeting, NTIA sought to (i) briefly review the 
current regulatory environment for UAS operation; 
(ii) discuss the range of commercial uses of 
UAS; (iii) engage stakeholders in a discussion of 
high-priority substantive issues that stakeholders 
believe should be addressed by best practices 
for privacy, transparency, and accountability for 
UAS operation; and (iv) engage stakeholders in 
a discussion of logistical issues, including the 
potential establishment of working groups and 
identification of concrete goals and stakeholder 

continued on page 5
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The CFAA as a Remedy for Employee Theft of Data continued from page 2

purposes whether WEC had a policy prohibiting him 
from providing that information to a competitor. 

The proposed legislation would change that. 
According to the allegations by WEC, the Project 
Manager knowingly used the sensitive documents 
to aid his new employer, something he was not 
authorized to do. Assuming that the sensitive 
documents could be valued at $10,000 or more, 
WEC would certainly have stated a CFAA violation 
under the proposed legislation.  ▪

For more information please contact:

Matthew J. Gardner
   202.719.4108
   mgardner@wileyrein.com
 

____________________________

1See WEC Carolina Energy Solutions LLC v. Miller, 687 F.3d 199 
(4th Cir. 2012).
2See New York Times, June 16, 2015 (available at: http://www.
nytimes.com/2015/06/17/sports/baseball/st-louis-cardinals-hack-
astros-fbi.html?_r=0).  
318 U.S.C. 1030(a). 

4Id.
5See United States v. Nosal, 676 F.3d 854 (9th Cir. 2012) 
(exceeds authorization does not include violations of restrictions 
on the use of information); WEC Carolina Energy Solutions LLC 
v. Miller, 687 F.3d 199 (4th Cir. 2012) (same); but see United 
States v. Rodriguez, 628 F.3d 1258 (11th Cir. 2010) (CFAA 
includes violations of restrictions of use); United States v. John, 
597 F.3d 263 (5th Cir. 2010) (same); Int’l Airport Ctrs., LLC v. 
Citrin, 440 F.3d 418 (7th Cir. 2006) (same).  
6See Nosal, 676 F.3d at 861-862. 
7This article focuses on the amendments to Section 1030(a)(2). 
The proposed legislation makes similar modifications to other 
parts of Section 1030. 
8Testimony of DAAG Bitkower, July 8, 2015 (available at: 
http://www.judiciary.senate.gov/download/07-08-15-bitkower-
testimony&amp;download=1). 
9WEC Carolina Energy Solutions, 687 F.3d at 201-202. 
10Id.
11Id.at 205. 

work between the August and September meetings. 
Consistent with other NTIA-led multistakeholder 
processes, NTIA acted as a neutral convener during 
the meeting, allowing the participating parties to 
drive the substantive discussion. A brief high-level 
summary of the meeting is provided below.

Goals of the UAS Multistakeholder Process
Angela Simpson, NTIA Deputy Assistant Secretary 
for Communications and Information, kicked 
off the meeting by explaining that the goal of 
the multistakeholder process is to develop best 
practices that promote trust, transparency, and 
accountability for UAS operation. She expressed 
her hope that stakeholders would, in fact, develop 
one or more sets of best practices by the conclusion 
of the process. Ms. Simpson was followed by 
John B. Morris, NTIA Associate Administrator and 
Director of Internet Policy, who noted that while 
prior NTIA multistakeholder processes produced a 
code of conduct, in the instant UAS process, NTIA 
is seeking a set of agreed upon best practices. Mr. 
Morris explained that the Obama Administration 
believes that best practices are the best approach 
to UAS operation in light of the nascent nature of 
the industry. Mr. Morris also noted that while not all 
UAS operations may raise privacy concerns, most 

probably raise transparency and accountability 
issues. 

Current Regulatory Environment for UAS 
Operation and the Range of Commercial Uses
Two attorneys from the U.S. Department of 
Transportation (DOT) presented on the current 
legal environment of UAS operations and the 
different types of UAS uses, including public, 
commercial, and hobbyist use. Dean E. Griffith, 
an attorney in the Regulations Division of the 
Federal Aviation Administration (FAA), and Anne 
Bechdolt, a senior attorney in the DOT’s Office 
of the General Counsel, led the discussion. Ms. 
Bechdolt specifically stated that, because the FAA 
does not have authority to regulate privacy, the 
Obama Administration concluded that the NTIA 
multistakeholder process was the best process 
to address UAS privacy. Their presentation 
was followed by Gregory S. McNeal, Associate 
Professor of Law and Public Policy at Pepperdine 
University, who described current and near-
term examples of commercial and private UAS 
operations.

NTIA Held its First Multistakeholder Meeting to Craft Unmanned Aircraft Systems Privacy, 
Transparency, and Accountability Best Practices  continued from page 4

continued on page 6
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High Priority Substantive Issues
Following the presentations by government 
representatives, stakeholders discussed the top 
priority issues that they felt should be addressed in 
the multistakeholder process. The group identified a 
comprehensive and broad list of issues, including:

 ■ Mechanisms to track and identify the 
operator of a UAS;

 ■ Distinguishing between public and private 
areas, where there may be differing 
expectations of privacy;

 ■ Data retention and image de-identification 
(e.g., via pixilation);

 ■ Data security;

 ■ Use of geospatial data;

 ■ Training;

 ■ Applicability of Fair Information Practice 
Principles;

 ■ Physical versus information privacy;

 ■ Notice to participants and nonparticipants 
about planned flights;

 ■ Technologies that enable non-UAS 
operators to express their privacy 
preference, such as geofencing or  
“no fly” zones;

 ■ Reporting requirements;

 ■ Types of data collected;

 ■ Maintaining a balance between the First 
Amendment and privacy;

 ■ Distinguishing between whether the UAS 
operates within visual line-of-sight or beyond 
line-of-sight;

 ■ Considering the effect of regulation on 
innovation; and

 ■ Distinguishing between collection of data 
and use of data.

 ■ Logistical Issues

Despite a lengthy discussion, stakeholders did 
not come to a consensus on the methods and 
organization of the multistakeholder process. While 
some stakeholders thought it would be helpful to 
create a charter document or a draft statement of 
goals, along with timelines and empowered chairs 
who could drive the process forward, others worried 
that such efforts to create a formal process could 

delay the substantive work of the group. This latter 
group of stakeholders also noted that the necessary 
charter documents already exist in the Presidential 
Memorandum and previous NTIA documents 
concerning multistakeholder processes. 

In light of the apparent split in opinion, John 
Verdi, NTIA Director of Privacy Initiatives, asked 
stakeholders to consider and come prepared 
to discuss the following logistical issues at the 
September multistakeholder meeting:

 ■ Timelines: Would having a set timeline for 
the group’s work product be constructive?

 ■ Goals: Would drafting a clear statement of 
goals be good for the process?

 ■ Working Groups: Should there be working 
groups and should they have Chairs to lead 
the process? 

Discussion on other logistical issues, however, 
appeared to result in greater consensus. 
Stakeholders agreed, for example, that it was 
important to identify the “problems” associated 
with UAS operations prior to attempting to craft 
best practices for their use. The group discussed, 
but did not reach consensus on, the scope of UAS 
operations and uses that the best practices would 
cover—some argued that best practices should 
cover only those issues that are truly unique to 
UAS, that are existing problems, and that are not 
addressed by existing laws and regulations, while 
others were concerned that limiting best practices 
in such a manner could decrease their efficacy. 
Finally, stakeholders discussed certain definitions 
relevant to their work. For example, should the 
group limit its consideration to small UAS (i.e., those 
that weigh less than 55 lbs.)? To whom should the 
best practices apply, the manufacturer, the operator, 
another entity? What constitutes private property – 
specifically, where does private property end in the 
airspace? Stakeholders will have to grapple with 
these definitional questions as they move forward 
with developing the best practices. 

Moving Forward
In closing the meeting, Mr. Verdi asked stakeholders 
to volunteer to work on two tasks in advance of the 
September meeting. Interested parties can e-mail 
him to volunteer (jverdi@ntia.doc.gov):

 ■ Best Practices: NTIA provided a list of 
preliminary resources that included some best 
practices. Mr. Verdi asked stakeholders to send 

continued on page 7

NTIA Held its First Multistakeholder Meeting to Craft Unmanned Aircraft Systems Privacy, 
Transparency, and Accountability Best Practices  continued from page 5
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him any additional best practices the group 
should consider. He also sought volunteers to 
review existing best practices, including the 
FAA test site policies, and to provide a concise 
read-out of lessons learned and practices from 
which the group can borrow in advance of the 
next meeting.

 ■ Use Cases: One stakeholder commented that 
it would be useful to lay out different use case 
scenarios, which can provide a set of examples 
on which to evaluate the best practices. In 
addition, the group discussed whether it 
would be useful to separate the discussion of 
UAS by use, recognizing that different uses 
will raise different concerns about privacy. 
For example, a delivery UAS use will raise 
different issues than will a photography UAS 
use, and the type of data collected and the 
use of that data will raise differing concerns. 
Furthermore, the group discussed, but did not 
come to consensus on, whether the use case 
issues should be limited to just those that are 
specific to UAS, as opposed to, for example, 
existing issues with filming from helicopters or 
from concealed cameras. Mr. Verdi requested 
volunteers to draft a list of use cases and 
identify for each the issues about which private 
citizens are concerned with regard to privacy, 
transparency, and accountability. 

Conclusion
The first NTIA meeting to develop best practices 
for privacy, accountability, and transparency for 

UAS operations went well, with robust discussion 
among the stakeholders who attended, both in 
person as well as on the phone. There no doubt 
will be disagreements among participants as the 
process moves forward, as there have been in prior 
NTIA multistakeholder processes. Thus, active 
participation in the meetings is crucial to ensuring 
that each stakeholder’s interests are represented. 
Furthermore, volunteering to help draft documents 
for group consideration is a good way to ensure 
stakeholders’ voices are heard in the process. 

NTIA has scheduled its next multistakeholder 
meeting for September 24, 2015. Further 
information on the multistakeholder meetings is 
available here.  ▪

For more information on the NTIA process, please 
contact:  

Anna M. Gomez
   202.719.7261
   agomez@wileyrein.com

Umair Javed
   202.719.7475
 ujaved@wileyrein.com
_________________
1Angela Simpson, Deputy Assistant Secretary 
for Communications and Information, National 
Telecommunications and Information Administration, 
Improving Privacy, Transparency, and Accountability for 
Unmanned Aircraft Systems, July 13, 2015, http://www.
ntia.doc.gov/blog/2015/improving-privacy-transparency-
and-accountability-unmanned-aircraft-systems.

NTIA Held its First Multistakeholder Meeting to Craft Unmanned Aircraft Systems Privacy, 
Transparency, and Accountability Best Practices  continued from page 6
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