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“Our employee who has been working on the big proposal
just resigned and is going to our competitor.”

“Our competitor just hired a former government employee
who knows everything about the big upcoming
procurement.”

With increasing regularity, contractors face issues like
these, as personnel “switch sides” or move in and out of
government employment. Relatedly, the expansion of
the federal government’s use of indefinite-delivery, indef-
inite-quantity (IDIQ) contract vehicles, along with other
factors, such as an uptick in mergers, has led to more situ-
ations in which there is, at a minimum, an appearance
that work performed on another contract has given an
offeror an “inside track” to win a new, separate contract
award. What can be done in these situations? Should you
protest? If so, when? Is there an organizational conflict of
interest! Is there a Procurement Integrity Act violation?
Should you sue your former employee and/or competitor?
This article provides an overview of the types of prob-
lems that arise and the possible remedies available in
various common fact patterns related to employees
switching contractors or moving between government
and industry. Table 1 on page 23 provides a summary of
the four major concerns contractors face in these situa-
tions and what, if anything, they can do about them.
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Unequal Access to Information OCI: FAR 9.5

One of the most common issues that arises when con-
tractors or their personnel perform work on multiple
contracts is the potential for the contractor to gain un-
equal access to information that might provide it with
an unfair competitive advantage in future procurements.
This type of “organization conflict of interest” (OCI), re-
ferred to as an “unequal access OCI,” does not arise
merely because a contractor served as an incumbent. In-
stead, the contractor must obtain or have access to com-
petitively useful, nonpublic information, typically
source-selection sensitive information or another com-
petitor’s proprietary information.

The FAR requires contracting officers (COs) to iden-
tify and evaluate potential OCls and mitigate or neutral-
ize significant conflicts to prevent a competitor from
gaining an unfair advantage.! This typically involves the
CO conducting an investigation to identify any nonpub-
lic information available to the contractor, determining
whether access to this information could create an unfair
competitive advantage, and taking steps to avoid, neu-
tralize, or mitigate the advantage.

Typical Unequal Access OCls

Unequal access OCls usually occur in the context of
technical assistance or systems engineering contracts,
when personnel have access to nonpublic information
while performing a contract for the government and
then participate in the preparation of their employer’s
proposal in a later procurement. For example, in Dell
Services Federal Government, Inc.,* a protester challenged
an award based on an offeror’s unequal access to infor-
mation because an individual who performed work on a
similar contract with a previous employer provided ad-
vice to the awardee during proposal development. The
Government Accountability Office (GAQO) found that
the individual had access to the protester’s proprietary
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information and other nonpublic, competitively useful
information, and also assisted in the awardee’s proposal
development. GAO sustained the protest because the
agency did not consider whether the individual’s expo-
sure to the nonpublic information could have shaped
the advice he provided to the proposal team.

Obstacles to Obtaining Remedies in Bid Protests Alleging
Unequal Access OCls
So, what can a contractor do if it suspects a bidder has ac-
cess to advantageous nonpublic information? File a protest.
A protest alleging an unequal access OCI can result in sev-
eral remedies, ranging from the agency’s reevaluation and
documentation of its OCI investigation, to exclusion of
the conflicted company from the procurement at issue.’
Unequal access OCI protests provide recourse to of-
ferors when they suspect that another offeror’s prior ex-
posure to nonpublic information gave it a leg up on the
competition. But protesters pursuing this protest ground
face many obstacles on their way to bid protest success,
including (1) timeliness pitfalls, (2) the requirement to
provide hard facts, and (3) deference to agency findings.

Obstacle 1: Establishing the Timeliness of the Protest

As with any protest, a protester must first consider when
and in which forum to file its protest. When filing a pro-
test alleging an unequal access OCI, forum selection is

critical, as the timeliness of such an allegation is one
area where there are significant differences reflected in
GAO and Court of Federal Claims (COFC) precedent.
Before deciding the most advantageous possible protest
forum, however, it is essential to always select a forum
that has jurisdiction. GAQO currently has exclusive juris-
diction for protests of DoD task order awards above $25
million and protests of civilian agency task order awards
above $10 million. GSA FSS orders, however, may be
protested at GAQO or the COFC regardless of value.

At GAQO, most unequal access OCI protests are filed
post-award. Under long-standing GAO precedent, OCI
challenges are generally viewed by GAQO as premature
until after award.* In such cases, GAO has reasoned that
a protester is challenging a known harmful action—an
improper contract award—rather than the fairness of the
ground rules for the competition.’ But this does not
mean that GAQO will always consider post-award unequal
access OCI protests to be timely. For example, when an
agency expressly advises offerors that it believes a compa-
ny is eligible for award and not tainted by the existence
of an OCI, GAO has concluded that the protest must be
filed before the closing time for receipt of proposals.®

In stark contrast, the COFC has adopted a much stricter
view of the timeliness of unequal access OCI protests.
Under COFC precedent, a protester must file its protest
when it knew or should have known the facts underpinning

TABLE 1

Type of Concern Source of Information

Performance by the
contractor or its employee(s)
on another government
contract

Unequal Access to Informa-
tion (Federal Acquisition
Regulation (FAR) 9.5)

Nature of Information Possible Recourse

Competitively useful,
nonpublic information

Bid protest alleging an
organizational conflict of
inferest—agency can waive
conflict

Any source (generally with a
government nexus), as long
as information knowingly
obtained

Procurement Integrity Act
(41 U.S.C. ch. 21)

Bid protest, provided
report made to agency no
later than 14 days after
discovering the possible
violation

Contractor bid or proposal
information, or source
selection information, before
the award of a federal
agency procurement contract
to which the information
relates

Unfair Competitive
Advantage (FAR 3.1)

Former government
employee hired by
contractor or improper
release of information by
government

Bid protest—agency cannot
waive conflict

Competitively useful,
nonpublic information

Misappropriation of Trade
Secrets (18 U.S.C.
§8 1836,1905)

Any source, commonly
a consultant or previous
employee of a competitor

Proprietary information of
competitor

Civil lawsuit; bid protest
not available (considered a
private dispute)
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its OCI challenge or risk waiver of its challenge. Thus, if a
potential protester is aware of the underlying facts of its OCI
claim before the contract award, it must file a protest during
the procurement process or risk dismissal of a post-award
protest. This requires, in many cases, potential protesters to
diligently pursue and investigate potential OClIs and raise
concerns before the close of bidding.

Obstacle 2: Demonstrating Hard Facts

Allegations of an unequal access OCI “must be based on
‘hard facts;” a mere inference or suspicion of an actual or
apparent conflict is not enough.”® The “hard facts” standard:

e Requires a protester to show that an offeror had ac-
tual, not just potential, access to competitively
useful, nonpublic information.

e Requires a protester to identify the specific and de-
tailed facts showing that an OCI or potential OCI
exists, and how it affected the agency’s decision
making.

¢ [sahigher standard of proof than the typical bid
protest burden of proof.’

While proving such an OCI places a higher-than-normal
bar on protesters, once a protester overcomes the “hard
facts” hurdle, prejudice is presumed and the protester is
not required to prove harm suffered or that its competi-
tor actually used the information to gain a competitive
advantage.”

Obstacle 3: Deference to Agency Findings

When reviewing an agency’s decision making with re-
gard to an unfair advantage OCI, both GAO and COFC
follow the standard set forth by the U.S. Court of Ap-
peals for the Federal Circuit in Turner Construction,
which recognizes that FAR Subpart 9.5 provides signifi-
cant discretion to COs to make business decisions about
the “significance” of an actual or potential OCI, and
that COs need to take remedial action to avoid, neutral-
ize, or mitigate only “significant” conflicts.!! Overcom-
ing deference to agency findings is another obstacle fac-
ing contractors pursuing unequal access OCI protests.

GAQO and COFC will generally defer to agency find-
ings when the agency conducts a “meaningful” OCI
evaluation and comes to a reasonable conclusion about
whether a significant potential OCI exists.!? Thus, for a
protest to succeed, the protester must show that the
agency’s OCI analysis was unreasonable—for example,
where the agency did not consider relevant facts in its
analysis.

Contractors must also face the reality that agencies
can, and increasingly are more willing to, waive an OCI
if it is determined to be in the government’s best
interest.”

In sum, an unequal access OCI protest can provide re-
course to offerors when they suspect that another
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offeror’s prior exposure to nonpublic information gave it
a leg up on the competition. But challenging a procure-
ment or award on this basis comes with major hurdles.
When faced with a potential unequal access OCI, it is
important that contractors:

¢ Diligently investigate all facts at the first sign of a
possible OCI;

e Carefully consider timeliness rules and forum se-
lection; and

e Weigh potential risks related to the standard of re-
view and overcoming agency discretion.

Taking these steps will best position you to make an edu-
cated decision on whether to protest.

Procurement Integrity Act Violation: 41 U.S.C.

§§ 2101-2107

Another serious, but less common, situation involving
the release or dissemination of proprietary material is a
Procurement Integrity Act (PIA) violation. The PIA is
meant to protect the fairness of a procurement by de-
terring the improper release of information and ensur-
ing that competitors’ proprietary information remains
confidential. The PIA protects the information ex-
changed during a procurement and generally restricts
interactions between government contractors and
agency officials that could improperly influence pro-
curement decisions.

Relevant Provisions of the PIA
The first two provisions of the PIA, 41 U.S.C. § 2102(a)
and (b), apply in the context of a specific procurement
or competition and are meant to prevent the release of
an offeror’s confidential information. The first provision,
41 U.S.C. § 2102(a), prohibits the knowing disclosure of
bid or proposal information'* and source selection infor-
mation® before the award of a federal agency procure-
ment contract to which the information relates. This
prohibition applies to “a person” who (i) is a former or
current government official, (ii) advises or has advised
the government about the procurement, or (iii) has or
had access to contractor bid or proposal or source selec-
tion information by virtue of his or her position.!°

The second provision, 41 U.S.C. § 2102(b), prohibits
knowingly obtaining “bid or proposal information or
source selection information before the award of a Feder-
al agency procurement contract to which the informa-
tion relates.” Unlike the first provision, section 2102(b)
does not define “person,” but COFC and GAQO case law
have required government involvement to find a PIA vi-
olation."” Both provisions, however, require that the ac-
tion be done “knowingly,” which sets a relatively high
standard of proof and increases a protester’s pleading
requirements.'s

In addition, the PIA includes several “savings
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provisions” that explicitly describe what the PIA does
not restrict, authorize, or limit."”” For example, under the
savings provisions, the PIA does not restrict disclosure of
source selection or contractor bid or proposal informa-
tion to authorized persons, restrict contractors from dis-
closing their own bid or proposal information, or restrict
the receipt of procurement-related information after the
procurement has been canceled, if no award has been
made and the agency does not plan to resume the pro-
curement.”’ In addition, GAQO has “repeatedly found that
the PIA’s savings provision applies even where voluntari-
ly provided information is subsequently misused or im-
properly safeguarded.””!

Protesting an Alleged PIA Violation

If an offeror suspects the agency has failed to address a
potential PIA violation, the recourse available is to file a
protest. However, offerors should be aware of the unique
jurisdictional and timeliness requirements applicable to
protests alleging PIA violations.?? First, before filing a
protest, the protester must notify the agency of the al-
leged violation within 14 days of discovery.?? By statute,
GAQO may not consider the protest unless the protester
provided such notice to the agency.

Once an agency is notified of an alleged violation, the
FAR requires that the CO conduct an investigation of
the PIA allegations.” If the agency concludes, after an
investigation, that there was a violation and that the vio-
lation adversely impacted the procurement, the agency
has several statutory options, including (1) canceling the
procurement, (2) rescinding the contract, (3) initiating
suspension and debarment proceedings, and (4) initiat-
ing adverse personnel action.?® An offeror may file a pro-
test only after the agency has concluded its investigation.
GAQ will sustain a protest if it finds that the agency
failed to consider relevant information in its PIA investi-
gation.”” To prevail, the protester must show not only
that a PIA violation occurred, but that it created an un-
fair competitive advantage.”®

If a contractor suspects that a government official has
released its proprietary information, it should:

¢ Gather any facts or evidence that supports the pos-
sibility of a violation;

¢ Report the potential violation to the agency with-
in 14 days of discovery and determine what steps, if
any, the agency has taken to investigate or remedy
the matter; and

e Carefully consider the facts, prejudice, and any in-
terplay of the savings provisions. After considering
these factors, the contractor could file a protest if it
believes it has been competitively prejudiced.

Acting quickly is critical given that neither GAO nor
COFC will entertain PIA allegations if they have not
been timely reported to the CO.
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Unfair Competitive Advantage: FAR Subpart 3.1

Under FAR Subpart 3.1, an unfair competitive advan-
tage may arise when a contractor or its subcontractor ob-
tains actual or apparent access to competitively useful
information through the hiring of, or a relationship
with, a former government employee.?’ For example, an
unfair advantage may exist when a contractor hires of a
former government employee who:

¢ Provided input on solicitation provisions;

e Served as a source selection official; or

e Was involved in discussions or decisions about the
scope of the procurement or related procurement.*

For example, GAO sustained a protest alleging an un-
fair competitive advantage where the awardee employed
a high-ranking former government official of the procur-
ing agency to assist in proposal preparation.’® During the
official’s tenure with the procuring agency, he had partic-
ipated in the planning of the protested procurement and
had access to competitively sensitive information. De-
spite receiving “clean letters” from the agency’s ethics ad-
visor about post-employment restrictions, GAO found
that the CO still was required to be cognizant of poten-
tial unfair advantages resulting from the former govern-
ment official’s change in employer.”

The Standard of Review for Unfair Competitive Advantage
Protests and Obstacles to Meeting the Standard

To determine whether an unfair competitive advantage
exists, GAO will consider:

e How the employee obtained access to potentially
useful information;

e Whether the sophistication, scope, and timeliness
of the information could provide a competitive ad-
vantage; and

e Whether the employee’s activities at the new firm
were likely to have resulted in disclosure of such
information.”

However, GAO has cautioned that “a person’s familiari-
ty with the type of work required resulting from the per-
son’s prior position in the government is not, by itself,
evidence of an unfair competitive advantage.”**

Like unequal access OCI challenges under FAR Sub-
part 9.5, an unfair competitive advantage protest requires
the protester to plead “hard facts.”® As discussed previ-
ously, the “hard facts” standard is higher than the typical
protest burden of proof, and overcoming this initial ob-
stacle will depend heavily on the circumstances of each
case. Once over the initial hurdle of showing hard facts
that support the actual or potential access to nonpublic
information by a former government employee, a protest-
er need not show that the information was actually used
in bid preparation or in an advantageous way. Rather, an
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unfair advantage is presumed to arise, even without proof
of whether the information was actually used by an offer-
or.’® But unlike with unequal access OCls, GAO has po-
tentially limited agencies’ authority to waive this type of
unfair competitive advantage regardless of the type of in-
formation to which the former government employee
had access.”

Challenging and Avoiding Unfair Competitive Advantages
So, what can a contractor do if it suspects a competitor
has access to competitively useful information through a
connection with a former government employee? File a
protest. A protest under an unfair competitive advan-
tage theory can be filed during the bidding process or
after an award.” Potential remedies range from agency
reevaluation and investigation of the possible unfair
competitive advantage to disqualification of the bidder.

In addition, what should a contractor do when con-
templating hiring former government personnel? Con-
tractors can, and should:

¢ Confirm that their future employee has received
an ethics debriefing from the government and an
ethics letter from the Designated Agency Ethics
Official; and

e Confirm that they fully understand the scope of the
work in which the former government personnel
engaged during her/his time in government service.

Then, as a proactive and effective option to mitigate
protest risks, contractors should aggressively firewall em-
ployees and subcontractors from involvement in proposal
preparation and reviews whenever there could be any ap-
pearance of an unfair competitive advantage. GAO has
long recognized that screening a former government em-
ployee from competitive decision making is useful to pre-
serve the sanctity of competitions where the employee’s
access to competitively sensitive information could cre-
ate an advantage.” Depending upon the timing, such an
approach can effectively avoid an unfair competitive ad-
vantage from arising.*°

Misappropriation of Trade Secrets

Many of the situations described above result in the re-
lease of a contractor’s trade secrets to a competitor,
which can have implications beyond the particular pro-
curement. So, aside from remedies to protect and restore
the integrity and fairness of a particular federal procure-
ment, there are other causes of action a contractor may
employ to protect its proprietary information. As dis-
cussed below, the causes of action available depend on
the level of government involvement.

When the Government Is to Blame for the Misappropriation
When the government is to blame for the misappropria-
tion of a contractor’s trade secrets, the contractor can
bring a cause of action against the government under the
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Administrative Procedure Act (APA),* or, potentially,
the Defend Trade Secrets Act of 2016 (DTSA).#

Under the APA, a contractor may file an action to
prevent an agency from disclosing confidential informa-
tion.¥ In such actions, a contractor may seek injunctive
relief only, not money damages. The “hook” for this
type of claim is that the plaintiff must show the release
of the confidential information violates the Trade Se-
crets Act (TSA),* a criminal statute that prohibits an
officer or employee of the United States from disclosing
“in any manner or to any extent not authorized by law
any information coming to him in the course of his em-
ployment . . . which . . . concerns or relates to the trade
secrets ... of any ... firm.™ Because the TSA is a crim-
inal statute, it does not create a private right of action,
but the Supreme Court held in Chrysler that a party
may file an action under the APA to enjoin an agency
from violating the TSA. In this type of suit, a district
court would review the agency’s decision to disclose
confidential information under the arbitrary and capri-
cious standard.*

Another avenue for relief is filing an action under the
DTSA, which is the federal mechanism for protecting
trade secrets, and provides a civil remedy for the misap-
propriation of trade secrets. Available remedies under the
DTSA are injunctions, monetary damages, exemplary
damages, and ex parte seizures to prevent dissemination
of the trade secret.¥

The DTSA, however, does not provide a private cause
of action related to “otherwise lawful activity” of a gov-
ernmental entity.”® In Pollack, a plaintiff brought suit
under the DTSA seeking to prevent state officials from
disclosing trade secrets that were in plaintiff’s bid docu-
ments submitted in response to a state-issued request for
proposals, which could be lawfully disclosed publicly
under Massachusetts law. Reasoning that Congress in-
cluded the “otherwise lawful” language in the statute to
prevent the DTSA from interfering with state govern-
ments’ policy choices about their operations, the court
found that, because release of the plaintiff’s trade secrets
would “otherwise be lawful” under state law in the ab-
sence of the DTSA, plaintiff had no cause of action.

Notably, the DTSA is silent as to which parties can
be sued in federal court. The few cases that have ad-
dressed this issue suggest that the DTSA does not apply
to state action. Although the court in Pollack reasoned
that the “otherwise lawful activity” exemption “applies
only to the actions of Federal, state, and local govern-
ment entities,” it added that it thus “is entirely reason-
able to read the statute as demonstrating that Congress
did not intend for [] DTSA to abrogate state sovereign
immunity.” In addition, a more recent federal case has
found explicitly that Congress did not intend to abro-
gate the states’ Eleventh Amendment immunity in the
DTSA.° Thus, it is likely that the DTSA may not be
used against state action, but it is possible that this may
continue to be litigated.
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When a Nongovernmental Party Is to Blame for the
Misappropriation

The issues and remedies discussed thus far in this article
all relate to a contractor’s remedy against the govern-
ment. Occasionally, however, employees of a competitor,
or consultants that help companies prepare proposals,
may inappropriately obtain and use a contractor’s propri-
etary information without a nexus to any government
involvement. What recourse is available to contractors
in those situations’

As an initial matter, a protest against the federal gov-
ernment is not available as a remedy. It is well established
that an aggrieved offeror may not protest a private party’s
wrongdoing; the protest process may only remedy wrong-
ful government action.’!

There are, however, both state and federal remedies
available to contractors in actions against private party
actors. For example, contractors can pursue civil lawsuits
for misappropriation of trade secrets under state law.
Many states have adopted some form of the Uniform
Trade Secrets Act (UTSA).” Contractors can also seek
remedies in federal court under the DTSA. The DTSA
does not preempt state law, so aggrieved parties have a
choice of forum and law, or possibly they can seek reme-
dies under both state and federal laws.

Thus, when contemplating a private civil action, it is
important for a potential plaintiff to carefully consider

the forum and law for its claims. For example, bringing
suit under the DTSA:

¢ Allows a potential plaintiff to bring a suit notwith-
standing the amount-in-controversy limits or di-
versity requirements that usually exist for federal
jurisdiction.” In other words, the DTSA provides
federal question jurisdiction, and an aggrieved
party therefore can bring directly in federal court
what has historically been a state law claim.

e Actsasa “hook” for a contractor to bring state
law claims it may want to bring along with its
DTSA action in federal court. Such claims might
include state statutory and common law claims
for breach of contract (e.g., nondisclosure, non-
compete, and nonsolicitation agreements) and
similar acts generally characterized as “unfair
competition” (e.g., tortious interference, conver-
sion, unjust enrichment, and unfair and decep-
tive trade practices).

¢ Provides more robust remedies than many state
laws, such as ex parte seizure orders, which permit a
plaintiff to obtain an order for seizure of evidence
without notice to the defendant.”* However, this
remedy is only available in “extraordinary circum-
stances,” where the plaintiff is able to meet several
specific requirements.”

State forums have advantages, too. State courts typi-
cally have lower pleading standards than federal courts
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(which usually require plaintiffs to plead more specific
factual allegations to support their claims).’® Also, be-
cause states have enacted their own unique trade secrets
laws, some state laws may provide more expansive trade
secrets protections.

Thus, in addition to actions to protect the integrity of
a federal procurement, contractors have a wide range of
private remedies to help protect confidential information
should they suspect their confidential information has
been misappropriated.

Conclusion

The chart and discussion above are intended to assist
contractors in assessing if, how, and where they can
bring an action to challenge what they perceive as an
unfair competitive edge gained by a competitor
through improper means. In some situations, more
than one line of attack may be warranted. Whether to
pursue such recourse involves not only consideration of
the legal costs and benefits, but also the associated
business risks. P
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